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Be\UARD Inasa 1. Mepwvl npedocmopooxcnocmu

MnaBa 1. Mepbl NpefoCcTOPOXHOCTU

MNepen ncnonb3oBaHMEM YCTPOUCTBA HEOGXOAUMO MOMHUTL HUXKecrneaylollee.

[aHHbIN NPOOYKT yooBneTBopseT BceM TpeboBaHnsiM 6€30MacHOCTN, OAHAKO, Kak 1 Nobon
anekTponpubop, B cryvyae HenpaBubHOro NCNONb30BaHNSE MOXET CTaTb NMPUYUHONW NOXapa, YTo, B
CBOIO 04Yepenb, MOXET NoBreyb 3a cO6oN cepbesHble nocrneacTeus. Bo nsbexaHne HecHacTHbIX

cny4aeB 06513aTeNlbHO U3Y4nUTe UHCTPYKLMIO!

BHUMAHUE!
Mpn paboTe ¢ kamepon UCNONb3yNTE TOMbKO COBMECTMMbIE YCTPOMCTBA. JKCnnyaTauus yCTPOUCTB, He

OD.O6peHHbIX npounssoauTenem, Hegonycrtmma.

CobnropganTe MHCTPYKLUIO NO 3KcnnyaTtauun!
N3berante ANUTENbHOrO WCMOMb30BAHUA WKW XpaHEHUs Kamepbl B HebnaronpusaTHbIX
YCIOBUSIX:

e [lpn CnNMLWKOM BbICOKMX UMW HU3KMX TemnepaTypax (paboyvas Temnepartypa yCTPOWUCTB
ot -10 go +50 °C).

e W3beranTte nonagaHnsi NPAMbIX COMHEYHbIX JTyYen B TeYEeHUe ANUTENbHOro BpeMeHu, a
Takke HaxoXxaeHus Nob6nn3ocTn oToNUTENbHbLIX U 06orpeBaTenbHbIX NPUOOPOB.

e W3beranTte 6GnM30CTN C BOAOW UM UCTOYHUKAMM BNAXHOCTW.

o [3berante 6nu3octu c ycrtponcTeamu, obnagarowmnmm 60nblLIMM 3MEKTPOMArHUTHbLIM
3 eKTOM.

e Heponyctuma yctaHoBKa Kamepbl B MECTaX C CUNbHOW B1bpaumen.

BHUMAHUE!

B cnyyae HencnpaBHOCTU Kamepbl CBSXKUTECH C cepBUCHbIM LieHTpom OO0 «HIIM «beBapay».

B cnyyae HeKkOoppeKTHOM paboTbl KamMepbl:
e [lpn oBHapyxeHun gbiMa nnun Heobbl4HOro 3anaxa.
e [lpn nonagaHum Bogbl NN ApYrnx NHOPOAHbLIX OOBHEKTOB BHYTPb.

° I'Ipvl nageHnn KamMmepbl Unn noBpexXgeHnm Kopnyca:

BbinonHuTe cneayrowme AoeNCTBUA:
e OTKNIOYMNTE KamMepy OT UCTOYHUKA NUTAHMSA U OTCOEAMHUTE BCE OCTarnbHble NpoBoAa.
o Casxutecb ¢ cepBuUCHbIM LeHTpoM OOO «HIIM «beBapa». KoHTakTHble gaHHble Bl

MOXXeTe HauTu Ha caunTte http://www.beward.ru/.

PykoBoacTBO no noaksntoyeHuto IP-kamepbl B4230
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Be\UARD Inasa 1. Mepwvl npedocmopooxcnocmu

TpaHcnopTupoBKa

Mpy TpaHCNOPTUPOBKE MOSOXUTE KaMepy B YNaKoBKY MPOM3BOAUTENS MUK NoGon apyrov

MaTepuan cooTBeTCTBYHOLLEro Ka4ectsa 1 yoaponpo4HOCTU.

BeHTnauua
Bo n3bexaHune neperpeea, HM B KOEM Clly4ae He BNOKNMpYNTE LIMPKYNSLUIO BO34yXa BOKPYr

Kamepbl.

YucTtka

Ncnonb3ynte MArKyro Cyxyr TKaHb [Ons NPOTMPaHUS BHELUHWX MoBepxHocTen. [lns
TPYAHOBLIBOAMMBIX MATEH WUCMNONb3ynWTe Hebonblloe KOMMYecTBO YMCTSALLEro cpeacTtsa, nocne
Yero Hacyxo BbITPUTE NOBEPXHOCTb.

He ncnonb3yinTe neTyyne pacTBOpuTENM, Takme Kak CnvpTocodepalime cpenctsa unu

O€eH3MH, TaK Kak OHU MOTyT nNoBpeanTb KOpnyc KaMepbl.

PykoBoacTBO no noaksntoyeHuto IP-kamepbl B4230
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B(-.‘\.UARD Tnasa 2. Obwue ceedenus

MnaBa 2. O6wme cBeaeHud

BEWARD B4230 — ato IP-Bugeokamepa, paspaboTtaHHaa Ons NpMMEHEHUA B CUCTEMax
npodeccmnoHansHoro BuaeoHabnoaeHns. B4230 nogoepxmBaeT kogupoBaHue H.265, ocHalleHa
BblcOkovyBCTBUTENBHLIM KMOTI1-ceHcopom C paspelueHnem 4 meranuvkcensi U nporpeccuBHbIM
CkaHMpoBaHMeM. Ha kamepy MOXHO ycTaHaBnmBaTb CMEHHble 00bekTuBLI € kpenneHnem C/CS n
aBToperynupyemon guadparmon (APL). Takne TexHonmormn, kak pexuMm «[eHb/Houby,
annapaTHbI paclUMPEHHbIN AMHaMUYecKuin amanasoH, cuctema wymonogasrneHusa (2D/3DNR),
anekTpomexaHudecknn  UVIK-pynbTp BbIFOAHO  OTNMYaOT  AaHHYl0 Modenb, MNO3BONdAs ew
COOTBETCTBOBATb BbLICOKMM TpeboBaHuAM, MpeabsaBrsemMblM K COBPEMEHHbIM CcuUcTeMam
BUOeoHabnogeHus.

Puc. 2.1

IP-kamepa BEWARD B4230 nossondeTr npocmaTpuBaTb BUOEO B peanibHOM BpPEMEHMU
yepes cTaHaapTHbI MHTepHeT-6paysep.

Kamepa cnocobHa BblgaBaTth BMOEONoToK B hopmartax cxatna H.265, H.264 n MIPEG.

dopmaTt H.264 wgeanbHO nogxoout Ans paboTbl B YCMOBMSAX OrpaHWYeHHOW MOoNnochl
nponyckaHus. Npu ero ncnonb3oBaHNM JOCTUrAETCA HAaMMEHBLUUI TpaduK U XopoLlee KavyecTBO
n3obpaxxeHus.

dopmat MJPEG npegHasHaveH Onisi BOCNPOU3BEAEHUS U 3anucy BuaeounsobpakeHust B
HaunyJlwem KayectBe, HO Npu 3ToM TpebyeT HGoNbLUMX CEeTEBLIX PECYPCOB M MECTa Ha XXECTKOM
aucke (onsa sanucm).

dopmaT H.265 xapaktepusyeTcs npumeHeHuem euwle 6onee apeKTMBHbIX anropuTMoB
cXXaTtusa BMOeo no cpaBHeHUIO ¢ H.264.

Kamepa B4230 nogknioyaeTca K CeTu npu nomMoLlm npoBogHoro uHtepdenca 10BASE-
T/100BASE-TX n nmeet nogaepxky PoE.

Mognepxka kapT namsaty Tuna MicroSD nossonseT caenartb cuMcTemMy BuAeoHabnogeHns
ewle Gonee HageXHOW: BaxHas MHopmMauma He nponageT npwu notepe CoeauHeHWs; B NOMHOM
obbeme oHa MoOXeT OblTb COXpaHeHa Ha kapTe namaTu. B panbHenwem, ee MoxHo 6yger
BOCMNPOU3BECTU KaK HEMOCPEACTBEHHO C KapTbl, TaK U yAaneHHO nocrne yCcTpaHeHUs TeXHUYEeCKUX
Henonagok ceTw.

PykoBoacTBO no noaksntoyeHuto IP-kamepbl B4230
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B(-.‘\.UARD Tnasa 2. Obwue ceedenus

2.1. OcobeHHoCTU IP-BuAaeokamepbl BEWARD B4230

o [logaepxka koguposaHus H.265

¢ BbicokokauecTBeHHbI KMOI-ceHcop ¢ nporpeccnBHbIM CKaHUPOBaHMEM

o [lo 25 kagpoB B cekyHAy npu paspelleHnm 2590x1520 nukcenen

o [logoepxka cMeHHbIX 06bekTMBOB (kpenneHme C/CS)

o [lopgepxka kapT namatn Tuna MicroSDXC

e [IpodeccroHanbHoe NnporpammMHoe obecrnevyeHme B KOMMNIEKTe

e OpHOBpeMeHHOEe KoaMpoBaHue ABYX NOTOKOB B hopmaTax H.265/H.264/MIPEG

o Pexum «[eHb/Houb», anekTpomexannveckmni NK-counbTp

o ABTOMaTU4eckas perynuposka gnadparmel (DC Drive)

e AnnapaTtHbln pacLUMPEHHbIN ANHAMNYECKNIA Mana3oH

o Llndposas cucrtema wymonogaenenuns (2DNR, 3DNR)

e BcTpoeHHbIi BeG-cepBep aAns HabnoaeHnst 1 HacTPOMKK

e [logoepxka npotokona HTTPS c¢ pexumamm pabotbl «HTTP», «HTTPS&HTTP»,
«HTTPS»

e B0O3MOXHOCTb NPOCMOTPa 3anncaHHbIX PannoB C MOMOLLBIO BCTPOEHHOrO nreepa

e BcCTpoeHHbIN AeTekTop ABMXKEHMUS

e TpeBOXHble BXOA, BbIXOA

e AyanoBxof, ayanoBbIXoa

e Bbibop notoka (OCHOBHOW/anbTepHaTMBHbLINA) Npu 3anucu Buaeo Ha FTP un kapty
namsaTu

¢ Bbibop paspelueHus kagpos ons 3anucu Ha FTP, kapTy namaTtu u no E-mail

e [lutanme no kabento Ethernet (texHonorus PoE)

o [loppepxka ONVIF

PykoBoacTBO no noaksntoyeHuto IP-kamepbl B4230
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B(-.‘\.UARD Tnasa 2. Obwue ceedenus

2.2. OCHOBHbIe XapaKTepUCTUKN

e CaeTouyBCTBUTENMbHLIA anemeHT: 4 Mn, KMOM 1/3” OmniBSI-2™ ¢ nporpeccuBHbIM
CKaHMpoBaHVeM

o OOBLeKTMB: CMeHHbIN, KpenneHne C/CS, AP

o YyectBUTENbLHOCTL: 0.05 Nk (aeHb) / 0.005 nk (HouYb)

e CkopocTb 3aTBOpa: oT 1/25 ¢ go 1/8000 ¢

e PaspelweHne: 2590x1520, 2560x1440, 2240x1260, 1920x1080 — OCHOBHOW MOTOK;
1280x750, 960x560, 640x376, 480x280, 1280x720, 960x540, 640x360, 480x268 —
anbTepHaTUBHbIN MOTOK

e (OpgHoBpeMeHHoOEe KoaMpoBaHWeE: H.265/H.265, H.265/H.264, H.265/MJPEG,
H.264/H.264, H.264/MJPEG, MJPEG/MJPEG

o CkopocCTb KagpoB: 00 25 KagpoB B CEKyHAY AJ1S1 BCEX pa3peLLeHni

e AnnapatHbein WDR (go 120 gb)

e BCTpOEHHbIN MHOrO30HHbLIN AETEKTOP OBWXEHNSA C PErYIIMPOBKON YyBCTBUTENBHOCTH

e [lo 10 ogHOBpEMEHHbIX NOAKMHOYEHNN

e OrtnpaBka kagpoB C BbIOOPOM paspeLleHusi Mo 3MeKTPOHHOW noute, Ha FTP-cepsep u
KapTy namsTh MO pacnucaHuilo NEPUOAMYECKM U MPU BO3HUKHOBEHUM TPEBOXHOIO
cobbITHSA.

e OrtnpaBka BMAeoO C BbIOOPOM MOTOKa (OCHOBHOW/anbTepHaTMBHbINM) Ha FTP-cepBep u
KapTy NamsTu NO pacnmcaHuio U NPU BO3ZHUKHOBEHUN TPEBOXHOIO COObITUS.

e Ananorosbin Bugeosbixoq (BNC)

e [lutanme: DC 12 B (go 2.7 BT1) / PoE (802.3af Class 2): End-Span, Mid-Span (go 4.2 BT1)

e Pabouyas Temnepartypa: ot -10 go +50 °C

o [lopoepxmBaemble npotokonbl: TCP/IP, UDP, DHCP, IPv4/IPv6, ARP, DNS, UPNP,
FTP, SMTP, DDNS, NTP, HTTP, HTTPS, RTSP, RTP, SSL, PPTP, PPPoE (PAP,
CHAP), UPnP

o [lopogepxka otpacnesoro ctaHaapta ONVIF 2.01

2.3. KomnnekT noctaBKku
e |P-BMageokamepa (C yCTaAHOBIIEHHOW 3aLUTHOW KPbILLKOW)
e TepmuHanbHbI 60K (TPEBOXHbIE BXOA, Bbixod, RS485)

e CD-guck ¢ nporpamMmmHbIiM obecrnevyeHmem n JoOKyMeHTaumnemn

BHUMAHUE!
BEWARD octaBnsietr 3a cobon npaBO Ha M3MEHeHue KoMMrekTaumm obopyaoBaHus U ero nobbix

XapaKkTepucTuk 6e3 npeaBapuTenbHOro yBeaoMIeHus.

PykoBoacTBO no noaksntoyeHuto IP-kamepbl B4230 -
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Be\«UARD I nasa 3. Pazmepul u 0CHOBHbIE 21eMeHnbl YCMPOUCMEA

NnaBa 3. Paamepbl U OCHOBHbIE 3fIeMEHTbI YCTPOMCTBA

3.1. Pa3smepsbl IP-kamepbl B4230

Bud cHusy
-] -]
50 1 5__I ;I‘
R |
\\ 2ome 1/4"
° o
~ 153 _ _ 80 _
o o
Bud ceepxy

50 ___15_1
I PN S

\\\ 2ome 1/4"

L

Puc. 3.1

Pa3amepbl ykazaHbl B MUnnuMeTpax.

3.2. OCHOBHbI€ 3f1eMeHTbI

OTBepcTMA NoA KpeneXHbIA BUHT. NpefHasHayeHbl OMs KPensieHUsl KPOHLUTEeMHa C
Lenbl MOHTaXka Kamepbl Ha Hecyuwlen noBepxHOCTWU. [logpobHee MOHTaX Kamepbl OnNucaH B
nyHkTe 4.3.

KpenneHue o6bekTuBa: pe3bboBoe KpenneHne ctaHgapta C/CS, npegHasHavyeHHOe Ans
duKkcaumMm COBMECTUMbIX OOBLEKTMBOB kamep BuaeoHabnogeHund. Cnocobbl perynmpoBku yrna

0630pa 1 hoKyCMPOBKM 3aBUCAT OT MOAENM NPUMEHSEMOro 06BHEKTMBA M ONUCAHbI B NYHKTE 4.4.

PykoBoacTBO no noaksntoyeHuto IP-kamepbl B4230
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Be\’vARD Tasa 3. Pa3Mepbl U OCHOBHblE 2jleMeHNnbl yCMpOIZCI/I’l(?Cl
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TpeBoXxHble Bxoa/Bbixon (1): npegHasHayeHbl ANS NOAKMHOYEHUS BHELUHWUX YCTPOWCTB
Tpesoru (Puc. 3.2).

TpeBOXHbI BXOA CMAYXWUT ONS MOAKIHOYEHMS BHELHUX AaTYMKOB (Hanpumep, AaTyuka
obbema). [Ins BO3HMKHOBEHNA TPEBOXHOIO COOLITUSI AATYMK OOIMKEH 3aMKHYTb NGO Pa3soOMKHYTb
(3apaeTca B HacTponkax kamepbl) kKoHTakTbl « ALARM IN» 1 « ALARM GND».

TpeBOXHbIA BbIXOA CNY>XUT ANSA NOAKMIOYEHUA WUCNONMHUTENbHbIX YCTPOWUCTB (Hanpumep,
nssewartens). B cnyyae HacTynneHusi TPEBOXHOro cobbITMSA, NMPM MOMOLLM BCTPOEHHOrO pene
3aMblkatoTcsa NMbo pasmblikatoTcst KOHTaKTbl «KALARM 1A» n « ALARM 1B».

Pazbem RS485 (2): npegHasHayeH [ns  MOAKMIOYEHUS BHELWIHEro YCTPOWCTBA,
nogaepxueatollero craHgapt RS-485, Hanpumep, ¢ uenbk co3ganusa PTZ-mogmdukauum
Kamepbl.

AyanoBxopn, ayaumoBbixoa (3, 4): pasbembl 3.5 MM «mini-jack» npegHasHadeHbl Onis
NOOKIHOYEHNA BHELIHEro akTMBHOMO MMKPO(POHA UM aKTUBHOMO AuHamuka. Bbl  mMoxeTe
OopraHn3oBaTb ABYCTOPOHHWUI KaHan CBSA3WM MeXay OnepaTtopoM, YNpasBnslowuM Kamepon yepes
Beb-nHTEpdENC, N YernoBEKOM, HaxoasWMMCA B 30He HabmwogeHus. lMpy 3ToM MUKPOKOH
nogknoyaetca Kk pasbemy «AUDIO IN», a guHamuk — Kk pasbemy «AUDIO OUT» (Puc. 3.2).

Pasbem IRIS (5): npegHa3HayeH 4ns NOOKNIOYEHNSA KOHHEKTOpa ynpaBneHns anadparmon
npy  UCMNOMb30BaHMM OOBLEKTMBOB C nogaepxkon AP[  (aBTOMarMyeckon perynmpoBKu
Avadparmbl).

C6poc HacTpoek (6): AaHHaa KHOMKa npegHasHayeHa ans cbpoca Bcex HAaCTpoOeK kamepsbl
B 3aBOACKME ycTaHOoBKM. [Ina cbpoca HacTpoek HeoOXoAMMO B TeYEeHMe OeCATU CEeKyHA HaxaTb

KHOMKY cbpoca Tpu pasa c npoMexyTkamu B ogHy 1 6ornee cekyHabl Mexay Haxatuamm (Puc. 3.2).

PykoBoacTBO no noaksntoyeHuto IP-kamepbl B4230 m
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Be\«UARD I nasa 3. Pazmepul u 0CHOBHbIE 21eMeHnbl YCMPOUCMEA

Cnot kaptbl namatu (7): npeaHasHayeH AN YCTAHOBKM KapTbl namsTv copmarta

MicroSD/SDHC/SDXC (Puc. 3.2). Acnonb3ynte kapTy namaTn Ans 3anucu Buaeo- U ayanoaaHHbIX
KaK B pexvMe TPeBOru, Tak U B peXXMMe NOCTOAHHOW 3anucu. Takke npefycMoTpeHa BO3MOXHOCTb

DGSGDBHOVI 3anucu npu oTcyTCcTtBnUn CoeanHeHnd C CeTblO.

BHUMAHME!

Fopsivast 3amMeHa KapTbl MamMsATM He NOALEPKMBAETCS KaMepom M MOXET MPUBECTU K MOBPEXAEHUIO
obopynoBaHusa 1 notepe AaHHbIx!

He oTkniovarite kamepy Bo BpemMs hopMaTUpOBaHUA KapTbl namsTu!

Kamepa He noggepxvBaeT kapTbl Namsitu, npu GOpMaTMpPOBaHUM KOTOPbLIX ObINO CO34aHO HECKOJbKO

pasgernos!

CeteBOM pasbeM UM MHAOMKATOPblI CeTeBOro noakn4veHna (8): pasbem Aans
NOAKMIYEHNs Kamepbl K ceTn VIHTepHeT, poyTepy uiM KoOMMyTaTopy npy NOMOLUM CTaHOAapPTHOro
8P8C (RJ-45) wTtekepa (Puc. 3.2). JaHHass mogenb Kamepbl noagepxumeaeT TexHonornio PoE —
BO3MOXXHOCTb NoAayun NUTaHUs nNo ceTeBomy kabento.

XKentbin nHOMKATOP rOPUT MpU YCTaAHOBMEHHOM MOAKMYeHUn kamepbl K ceTn Ethernet,
3eneHbl — Npu CETEBOM aKTUBHOCTU (Nepedayve AaHHbIX).

Pa3zbem nutaHuA (9) npegHasHa4veH anAa nogadum noCtoAHHOro nutTarwero HanpaxeHumsa

12 B (Puc. 3.2). NonapHOCTb NOAKIMHOYEHUS: @'_G_@

BHUMAHUE!
OpHoBpemeHHasi nofava nuTaHus ¢ UCnonb3oBaHneM TexHonorum PoE n pasbema nutaHus sanpetyeHal

Mpn nogaye nutaHna 12 B yepes pasbeM UCNOSb3YNTE TOMNbKO UCTOYHUKK, pekoMeHaoBaHHble BEWARD!

NHpaukaTop nutaHusa (10): KpaCHbI MHANKATOP rOPUT NPU NOSKITHOYEHUN NUTAHNSA Kamepbl.
AHanoroBbin BugeoBbixon (11): pasbem BNC, npegHasHadeHHbIM ANA  BbiBOAA

aHanoroBoro BMAeocurHarna ¢ kKamepbl Ha BHeELHee yCTponcTBo (Puc. 3.2).

PykoBoacTBO no noaksntoyeHuto IP-kamepbl B4230 n
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naBa 4. YcTtaHOBKa n nogkntoyeHue |P-kamepbl

4.1. O6wume ceBepgeHna o noaknoyeHum IP-kamepbl B4230 k cetun

IP-kamepa B4230 MoOXeT nogkntovatbCa K rokanbHoW cetu nmbo cetn MHTepHeT npwm
nomow nposogHoro coeaumHeHuns (Ethernet). [MogkniovyeHMe MOXET OCYLLECTBNATBCA Kak
Hanpamyto Kk TK, Tak ©“ npu nomowm BCNOMOraTenbHOr0 CeTeBoro 06OpyAOBaHUS
(mapwpyTtusartopbl, koMMyTatopbl). B HacToswee Bpemsa Haubonee nonynsipHeIM cnocobom

NOoAKITIKO4YEeHUA K CETU MHTepHeT ABNAETCA NOAKINo4YeHNe Yepeal BblAEeJ1IEHHYO JIMHUIO Ethernet.

N

=

. l
‘ / Mapmpymsarop

I

Puc. 4.1

OcHOBHbIE Warn n pekomMeHgaunm no yCtaHOBKE U HaCTpOVIKe KamMmepbl OonncaHbl aanee B

[AaHHOM pyKOBOACTBE.

PykoBoacTBO no noaksntoyeHuto IP-kamepbl B4230
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4.2. PekomeHaauum no yctaHoBKe

B paHHOM pasgene npuBegeH KpaTKUMM CMNMCOK peKkoMeHOauun, KoTopble Heobxogumo

yuYnUTbIBaTb NpY MOHTaxe obopyaoBaHus IP-BugeoHabnogeHus.

PekomMeHpauum no pasmeLLeH1Io KaMmepbl:

o |P-kamepa BEWARD B4230 npegHasHayeHa [nd WUCMONb30BaHUS B YCHOBUSAX C
npegenbHon TemnepaTtypon akcnnyartauum ot -10 go +50 °C.

e W3berante nonagaHusa Ha Kamepy NpPsiMbIX COMHEYHbIX fyYer B TeYeHne ANUTENbHOro
BPEMEHM, a TaKKe HaxoXAeHWsa nobnm3ocTn OTonNUTENbHbLIX U oborpeBaTenbHbIX
npubopoB.

e HenpaBunbHaa paccTaHOBKa Kamep BuaeoHabnwoaeHuss npuvBen€T K MNOSBMAEHMIO
HexxenaTtesnbHbIX «CnenbiX» 30H, KOoTopble OyayT ocTaBaTbCsl BHE MNONSA 3peHust
oneparopa.

e W3beranTte 6GnM30CTN C BOAOW UMW UCTOYHUKAMMU BNAXXHOCTW.

o |3berante OnNM3oCTM C YCTPOMCTBaAMWU-TEHEPATOPAMU MOLLHbBIX SMNEKTPOMArHUTHbIX
BOJTH.

e Yb6eoutecb B BO3MOXHOCTW pasMeLleHus yCTpoWcTBa C YyyeToM noaBoda
coefvHUTENbHbIX Kabenewn.

e W3berante crnocoba KpenneHus Kamepbl, AOMYCKALIEro 3HauuTenbHyl Bubpaumio.
[aHHoe Bo3gencTBMe CHU3UT 3(PPEKTUBHOCTb AeTekTopa ABWKEHUS W YEeTKOCTb
n3o6paxkeHnsi B LIENOM.

e Kamepbl BuaeoHabnogeHnss HeobxoaMmo pasmellatb Tak, 4ToObl  UCKNIOYMTL
crniyyariHoe wnu crneumanbHOe MNOBPEeXAeHMe W M3MEHeHue HanpaBneHuss ob3opa
Kamepbl.

e HanpaBnenne o63opa (30Ha BuAeoHabMAEHUSA) kamepbl OOMMKHO OblTb TBEPOO

onpeaeneHo Ha MOMEHT YCTaHOBKMN.

PykoBoacTBO no noaksntoyeHuto IP-kamepbl B4230
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PekomeHgauuu no npoKnagke kabens Tuna «BuTan napa»:

e B «kopugopax xenaTtenbHO MpPOKMaAblBaTb My4YKM IMEKTPUYECKMX W CcnaboTouHbIX
kabenew no pasHbiM Kabenb-kaHanam, NPOXoasALMM MO pasHbIM CTEHAM.

e [lonyckaeTca B OAHOM kaberb-kaHane npoknagpiBaTb BUTOMAPHbIE U 3fEKTpuYeckme
kabenn B pasHbIX OTCEeKax WM CeKUuusx, MWMeLWmMX ChsowWwHble MpoaoSibHbIe
neperopogky C npegenioM OrHecToMkocTM He MeHee 0,25 4 u3 Hecropaemoro
MaTtepuana ToNnbko B paboumx 30Hax Ha paccTtosHuM He ©onee 15-T MeTpoB, ecnu
anekTpudeckas MoLWHOCTb 6yaeTt He 6onee 5 kBA.

e Onektpuyeckue n cnaboTtoyHble kabenu gonyckaeTcsa npoknagpiBaTe napannensHo Ha
paccTosiHum He meHee 50 MM gpyr OT gpyra B pasHbix kabenb-KaHanax unmn cekumsax
kabenb-kaHanoB. Ecnu HanpskeHHOCTb 3MeKTpUYeckoro nonsi, obpasytolierocsi oT
anektpudeckoro kabens, 6yget 6onee 3 B/M, To HeO6X0OMMO YBENUYNTL PacCTOSIHNE
MEeXOy OneKTPU4eCcKUMM U craboTouyHbIMM  Kabenamm unm  CHU3UTb  YPOBEHb
3NEKTPOMarHUTHbIX MOMEX.

e BuTonapHble M anekTpuyeckne kabenu OOMmKHblI NepecekaTbCA TOMbKO MOA MPsiMbiM
yrnom.

e HeakpaHupoBaHHble BUTOMapHble Kabenu [OIMKHbI NPOXOAMTb Ha PacCTOSHUM He
MeHee 125 MM OT rasopaspsigHblX famn AHEBHOro ceeTa (JIIOMUHECLEHTHbIX flamn) u
APYrnX BbICOKOBOSbTHbBIX YCTPONCTB, COAEPXaLLMX pPa3paaHmKN.

e HeakpaHupoBaHHble BUTONApPHbIE Kabenu AormkHbl NPoKNaabiBaTbCHA Ha PacCTOSAHUM He
MeHee 1.5 MeTpOB OT MCTOYHWUKOB CUSbHbIX 3NEKTPOMArHUTHbIX NOMeX, 0bpasyroLmnx
HaNPSYKEHHOCTb 3N1IEKTPUYECKOro noss cebile 3 B/m.

e PacnpegenurenbHble YCTPOMCTBA C 3aAeNaHHbIMN HEAKPAHMPOBAHHLIMU BUTONAPHbLIMUA
kabensmMn [OOMKHbI pacnonaraTtbCA Ha pacCTosiHUM He MeHee 3-X MeTpoB OT
WUCTOYHMKOB CWUIbHbIX 3NEKTPOMarHUTHbIX NomeX, 06pasyrowmx Hanps»KeHHOCTb
3MEKTPUYECKOro nons cebille 3 B/m.

e [lpoknagka BUTOW nNapbl MeXQy TOYKaMW MNOAKMIOYEHUS [OOSPKHA NPOU3BOAUTHLCA
uenbiMn Kyckamu, Npyu 3TOM HarnpasfeHue Tpacchbl cnegyeT 3apaHee npogymaTtbh Tak,
4YTOObI €€ NPOTSHKEHHOCTL OblNa Kak MOXXHO MEHbLLE.

e  MuHumanbHbIN paguyc nsrmba ons kabensa — vyeTbipe gnameTpa kabensa (vnu 1 gonm =
2,5 CM), HO CyLLeCTBYIOT pekomeHZauun pasmewaTtb kabenb Takmm obpasom, 4Tobbl
obecneynBaTtb n3rmb pagmycom 2 gronma (5 caHTUMETPOB).

e MakcumanbHas onvHa cermeHTa gormkHa ObiTb He 6onee 100 meTpoB.

PykoBoacTBO no noaksntoyeHuto IP-kamepbl B4230
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4.3. MoHTax IP kamepsbl

Cnocob® MoOHTaxa Kamepbl MOXET OTnuyaTbCA B 3aBUCMMOCTM OT BuAa BblOpaHHOMo

KPOHLUTENHA.

BHUMAHUE!

KpOHLIJTeIZH B KOMMJIEKT NOCTAaBKN HE BXOOAUT U r|p|/|o6peTaeT09| otaenbHo!

NMPUMEYAHUE!

Kamepa nmeet aBa pe3bb0BbIX OTBEPCTUS ANS KPenneHUst KPOHLUTENHA, CBEPXY U CHU3Y.

B obwem cnyvae, ana MoHTaxa IP-kamepbl HeoOGXO4MMO BbINONMHUTL cregyowme
aencreus:

War 1: onpegenutb MECTONOMOXEHME KaMepbl N 3addMKCMPOBaTb KPOHLUTENH Ha HecyLlen
NOBEPXHOCTMW.

LWar 2: obecneunTb NOABOAKY TONbKO Kabens «naty-kopay», ecnv Bbl ucnonbsyete nogady
nuTaHnsa no TexHonorun POE, unn nogeoaky kabens «nat4y-kopa» v kabens nutaHus, ecnun Bbl He
nucnornb3yeTte nogady nutaHue rno texHornormm PoE.

War 3: HagexHo 3athnkcnupoBaTb KaMepy Ha KPOHLLUTENHE U OTPErynNnpoBaTb HanpasfeHne
0630pa kamepbl.

LWar 4: ¢ nomowwblo kabenst «naty-kopa» coeauHuTb ceTeBon pasbem (ETHERNET) IP-
Kamepbl HanpsiMyto ¢ KOMMyTaTopoM/MapLUpyTU3aTopoM C¢ nogaepxkon PoE (nnbo 4depes PoOE-
NHXXEKTOP).

Ecnu Bbl He ncnonb3yete nogady nutaHusa no texHonorum POE, To, Kpome coeguHeHus
ceteBoro pasvema (ETHERNET) IP-kamepbl kabenem «nat4y-kopg» C KOMMYTaTOpOM Wi
MapLupyTM3aTtopoMm, K pasbemy nutaHua (DC 12V) IP-kamepbl HEOOXOAUMMO NOAKMOYUTL GNOK
NUTaHNA NOCTOAHHOIO TOKa HanpskeHnem 12 B.

Bo wusbexaHne nornoMku obopyaoBaHus, UCMNONb3YWTE TOMbKO  KOMMMEKTYoLWme,

pekomeHgoBaHHble BEWARD.

4.4. YcTaHOBKa U perynmpoBKa o6 beKkTuBa

[aHHasi Mmogenb Kamepbl NOAAEPXKNBAET YCTAHOBKY OOBLEKTMBOB C KPEMMEHNEM CTaHAapTa
C/CS. lMpouecchbl yCTaHOBKW, perynupoBkn yrra o63opa un hoKyCcupoBKn ByayT pacCMOTPEHbl Ha
npumepe obbekTnea BRO2811AIR (Puc. 4.2).
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Puc. 4.2

War 1: cHumnte 3alNTHYHO NaCTUKOBYH KPbILIKY, 3aKpblBakOLLYyH p83b6OBOG oTBepCcTHne

ANsA npucoegmHeHns o6bekTuBa, NOBOpaYMBasi €e NpPOTUB YaCOBOW CTPESKMN.

War 2: cHMMMTe 3afHIO 3aLUUTHYIO KPbIWKY C pe3bbbl 0ObekTMBa M BKPYTMTE €ro,
noBopayunBas rno YacoBOW CTpesike, B OTBEPCTME 40 ynopa.

War 3: nogkntounte KOHHEKTOp obbekTMBa Ans ynpaeneHus APL k pasbemy «IRIS»
kamepbl. CHAMUTE NEPEAHION 3aLLNTHYIO KPbILWKY 06beKkTMBa.

War 4: yctaHoBUTE pasmep 30Hbl BUAEOHAONOOeHUA nyTem M3MeHeHust yrna ob3opa
kamepbl. [Ons perynupoBku yrna o63opa ocnabbre UKCUPYIOWWIA BUMHT C HakaTkon (1) u

nepemMeLLanTe ero BOKPYr OCv BU3MPOBaHUS 06beKTUBA B HY>KHOM HanpaeneHumn (Puc. 4.3).

ED (€
28-11mm 114 125

N\ 2

®

Puc. 4.3

Mpu nepemelteHnn B HanpasneHn W (Wide), yron o63opa kamepbl Byaer yBenuymsaTtbes,
a n3obpaxeHne Ha 3KpaHe MOHUTOpa — «OTAANATLCS».

Mpn nepemeweHnn B HanpaeneHun T (Tele), yron o63opa kamepbl OyaeT ymeHbliaTbCa, a
n3obpaxeHne Ha aKpaHe MOHUTOPa — «NPUBNMKATLCA».

3agaB Tpebyemyo BenuuuMHy yrna ob3opa, 3akpyTute (UKCUPYIOLWUA BUHT, 4TOObI
HacTporka He counacs.

War 5: oTperynupyinte ¢okyc obbekTMBa ANS NOMyvYeHus MakCcMManbHOW geTanusaumm

n3obpaxeHusa. [ns atoro ocnabbre QUKCUPYIOLWUA BUHT C HakaTkon (2) M noBopadvnsBanTe

PykoBoacTBO no noaksntoyeHuto IP-kamepbl B4230
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nepegHee Komnbuo C HaceYkaMu (3) BOKPYr OCuM BU3NpOBaHUA o0bekTMBa, noka He OobbeTtechb

HeobxoaMMon OOKYCUPOBKU. 3akpyTuTe OUKCUPYIOLLMIA BUHT, YTOObLI HAcTpoKKa He counace.
[nsa ynpolieHns npoueccoB YCTAHOBKW HanpaBneHuss n yrna ob3opa kamepbl, a Takke
doKyCcnpoBKKU, Bbl MOXXeTe NOAKNIOYNTE NOPTATUBHBLIN MOHUTOP (€CNU TAaKOBOW €CTb B HanNuyunm) K

pa3bemMy aHasioroBoro BMAEOBbIXOA4A Ha 3agHen NaHenun kamepsbl (cMm. Puc. 3.2).

4.5. NMpoBoaHoe NoaKnoYeHne Kamepbl K ceTu

Mcnonb3ysa coeanHuTenbHblid kabenb ¢ pasbemMom RJ-45, nogkntounte |IP-kamepy Kk
nokanbHon cetu (k LAN-uHTepdeincy maplipytusatopa).

B cnyyae HeobxoanmmocTn coeauHUTENbHbIM Kabenb MOXHO Npuobpectn oTAEeNbHO unu,
NpY HaNM4YMM HeOBXOAMMbIX MaTepuanos, NUHCTPYMEHTOB W OMNbITa, N3rOTOBUTb CAMOCTOSATENbBHO.

BapuaHT «npsimoro» kabens (UTP kateropum 5e) ¢ pazbemom RJ-45

C ogHOro KoHua C apyroro KoHua
1: Beno-opaHXeBbii 1: Beno-opaHxeBbli
1 & 2: OpaHxeBbli 1 8 2: OpaHxeBbli
i 3: beno-3enéHbin (T 3: beno-3eneHbln
CHIASY: 4: CvHun <o 4: CyiHui
5: beno-cnHnn 5: berno-cnHun
CMEPEAM: % 6: 3enéHbin CTEPEM: % 6: 3enéHbin
16 7: Beno-Kopu4HeBbIi 18 7: Beno-Kopu4HeBbIN
8: KopnyHeBbin 8: KopnyHeBbIN

[na narotoBneHnsa «npamMoro» kabenst Heooxoaumel: kabens UTP (BuTas napa kateropum
5e unu Bbiwe), aBa pasbema RJ-45 n yctponcteo anga obxmma pasbemoB (Kpumnep).

Mpn Takom nopsgke NOAKMYeHUss nap (ykasaHHom B Tabnuvue) obecneuymBaroTcs
rapaHTMpOBaHHblE NPOM3BOAUTENEM BENUYMHA W pacnpedeneHve 3adepXeK pacnpocTpaHeHus
cuUrHana, a cregoBaTenbHO, U 3asiBIIEHHAs CKOPOCTb nepegayn gaHHbix 100 MouT/c.

B cnyyae ucnonb3oBaHua obopygoBaHus C nogaepkkon texHornormn PoE pgoctatouyHo
MOAKMIOYMTE Kamepy C MOMOLLbH Kabemns Tuna «BuTas napa». [lpy 3TOM ucCnonb3oBaTtb
AOMNOMHUTESbHBIN UCTOYHUK MUTAHUSA HE HYXXHO.

Ecnu Bbl He ncnonb3yete ob6opyaoBaHus ¢ nogaepxkon TexHonornm PoE, nogkntounte IP-

Kamepy K UCTOYHUKY nuTaHusa 12 B, pekomeHgosaHHoMy BEWARD.
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MnaBa 5. HacTponka npoBogHOro coeguHeHUs

Ons Toro 4tobbl IP-kamepa B4230 pabotana B Baweln nokanbHOM CETM COBMECTHO C
ApyruMm obopyaoBaHMeM, HeOOX0AMMO BbINOMHUTE €€ NOAKIIOYEHNE B COOTBETCTBUM C TEKYLLMMM

HaCTDOIZKaMVI OaHHOW CETWn, ANs 4Yero, B CBOK oyepenb, HeO6XO/J,I/IMO onpeaenntb 3TN HaCTpOIZKVI.

NMPUMEYAHME!
OnuncaHne yCTaHOBKM M HaCTPOWKU COeAMHEeHUus BbiMonHeHo Ha npumepe Windows 7 MakcumanbHas.
HasBaHnsi HEKOTOPLIX MYHKTOB MEHI0 U (PYHKLUMIN MOryT oTnudatbcsa ot Bawen sepcun Windows, ogHako

anropuTM NpuBeAeHHbIX OEVWCTBUI SBNAETCS YHUBEpPCarbHbIM.

5.1. Onpepenexue napameTpoB NPOBOAHOW NIOKaNbHOW CeTH

B cnyyae nogknioyeHnss no kabenwo Ethernet Heobxogumo onpegenuTtb  Tekywme

HaCTPOWKN NPOBOAHON CETH.

,D,J'IFI onpeneneHna TeKywnx HacTpoek HpOBOﬂ,HOVI nokKanbHOM CceTn I/lCI'IOJ'Ib3yl7ITe

KOMMbIOTEP, NOOKINIOYEHHbIV K 9ToN ceTu. Haxxmute llyck — lMaHens ynpaeneHus (Puc. 5.1).

P
Le Internet Explorer

a Skype BEWARD

| X2 Microsoft Office Excel 2007 Fomyucs

Wzobpaxennn

Myzbika

Wrpei
m BRSController

Komnetotep
m BEWARD IP Visor

TNarens ynpaenenns
@ BEWARD Player

YcTpoiicTea W NpUHTEPEI

L, Crpwmn
L Mporpamusi No ymonuaHnto

[
ﬁo Cny#Bbl KOMNOHEHTOB
Cnpaska u NoAlepxia

»  Bcenporpammel
[ Haiimu npozpasnas: u gaine £ | [Saeepiienne paborer || »|
A,

5 B & & ©
Puc. 5.1

B oTKkpbiBlEMCA AManoroBOM OkKHe BbibepuTe nyHKT [[IPOCMOTP COCTOAHMA cCeTU MU

3apad] B pa3gene [CeTb u UHTepHeT] (Puc. 5.2).
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Hacrpoiika napameTpos KoMneoTepa

Cuctema u Be30NacHOCTb
MpoBepka COCTOAHNA KOMNLIOTERE
APXMBMPOBEHME A3HHbIX KOMNBHOTEDE
Mownck u ncnpaeneque npoénem

Cetnn MuTepHeT

@ocmo‘rp COCTOAHMA CETH U 3a,qa

BuiGop napameTpoe gomMaluHedd rpynnel u obwero
ADCTYNA K A3HHBIM

O6opyaoBaHWe 1 3BYK
MpocmoTp ycTpoicTe M NPUHTEROB
JoGaenenune ycTpoiictea

Mporpammbl

¥aanenne nporpammel

Puc. 5.2

B oTkpbiBLIEMCA AnanoroBom okHe Haxmute [[MoakntovyeHne no nokanbHon cetu] (Puc.

5.3).

GU

Manens ynpasneqnsa -
ACMBLUHAA CTpaHnLa

N

r -,
BEWARD

(3T0T KomnsoTER)

Mzmenenmne napametpos
ajanTepa
MamennTe goncnHuTensHble

napametpel obuero goctyna MpocmoTp akTMBHbX CeTei

Cemn 4
OBuecTBeHHan ceTb

Wzmererne CeTeBbIX NapaMeTpoe

Heckoneko cetei

- 143 | vernavenuyrpeareni o

MpocmoTp:  Kateropua ~

YueTHble 3aMWcK NONL30BaTENER W

CEMEMH...
@' JoBasneHne u yAaneHne yHETHbIX 3anncei
nonb3oeaTencei

@' YcTaHOBKE POANTENECKOTO KOHTPOA ANA BOEX
nonb3oeaTencei

Odopmnerme 1 NnepcoHannsauma
MsmeHeHne Tembl

WMzmenenne dona pabouero crona
Hacrpoiika paspewierng sxkpana

Yachl, A3LIK 1 PETWOH

CreHa packnagkn KNasnatypel WK Ay
cnocoBoB BBOA

Mzmenenne Asbika MHTepdeiica

CneunansHble BO3MOXHOCTH

P Lyt pbl
OnTurMKnsaumMa n3oBpakeHnA Ha 3KpaHe

Windows nap

o

B eprer b Lentp ynpasnenua cetami n oBuyim goctynom - || [Mouck & naneau ynpasnerus pel

MpoCMOTP OCHOBHBIX CBEAESHWIA O CETW W HACTPORKa NOAKIHOUEHWA

0 MpocMoTp NonHoi KapTel

Wureprer
Mogknrouenne nan oTENRYEHIE

Tun goctyna: WHTepHeT

Mogrntouenna:

yl Hacrpoiika HoBOrD NOAKAOHEHNA MAK CETH

Hacrpoiika Gecnposogroro, WWMPOKONOAOCHOMD, MOAEMHOTO, npaMoro nan VPN-nogknoyerna
WK 2KE HACTPOMKE MapLUpYTUIaTopa MAKM TOUKK A0CTyNa,

? MeaenrounTeca k ceTi

Mogknroyenne WM NOBTOPHOE NOAKMNIOHEHNE K GECMPOBECAHOMY, NPOBOAHONMY, MOZEMHOMY
CETEBOMY €1 WAN MoK K VPN,

BulBop AomMaLLHER rpynnkl W NapameTpos oBLUEro AocTyna

Aoctyn k $aiinam n NpUHTEPaM, PACMONOMKEHHEIM H3 ADYTUX CETEBBIX KOMNBHOTEPAX, MAK
W3MEHEHNE NapaMETPOE OBLLEro AoCTyna.

Cra. Takcke

Bpanamaysp Windows
Jowmalunaa rpynna YcTpaHeHne HENONAADK

CeoiicTea obospesatens JWarHocTiKa 1 MCNPaENEHNE CETEBLEX NPoBAEM UNKM NofyYeHUe CBE1EHMA 06 ncnpaBneHun,

Puc. 5.3
NMPUMEYAHUE!

I'Ip|/| HaNM4YnUM HECKOSMbKMNX NOOKIHOYEHUN BblﬁepI/ITe TO, K KOTOPOMY NniaHNpyeTcAa NOAKIMH4YNTb IP-Kamepy.

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B4230 17
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B oTkpbiBLIEMCS OKHE HaxmMuTe kHonKy [CBoncTBa] (Puc. 5.4).

@ CocrosHue - MNoAKAYEHNE NO NOKAALHON CETH ﬂ

Obwne

Moaxnoyerne

IPv4-nogknioHeHme: WHTepHeT
IPvE-NoAKNIOHEHHE! BE3 00CTYNE K MHTEPHETY
COCTORHME Cpeqbl: MoaKnoHeHD
AnUTensHOCTL: 04:47:33

CKopocTe! 100.0 MBuT/c

AKTMBHOCTE

OTNpaBneHoy —— Lﬁ! = [puHATO
o
BaifT: 79 188 190 I 805 509 770

[ rS'Cﬁmﬁcnfia ][@'OTmmquTb] [ﬂmarna:rmca ]

Puc. 5.4
B AQvanoroBom OKHe CBOWCTB CETEBOr0O MOAKIMYEHUsT HeobxoaMmo BblGpaTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHomnky [CBoncTBa] (Puc. 5.5).

L.:J MoaxntoueHWe NO ACKaNbHO# CETH - CcBOCTEa g

Cem | Opemyn

MNopknioueHie yepes:

l.-'lf‘ Realtek RTLE139/810x Family Fast Ethemet ceTesoil agz

OTME‘-IeHHb\e KOMMOHEHTEI MCNONE3YIOTCA 3TMM NOKNICYeHUEM
Bl Kaspersky Anti-Vinus NDIS 6 Fiter -

gﬂnanmpcﬁmm nareTos QoS
gCnyxﬁa L0CTYME K Gainam v NpuHTEpam ceTei Micre—,
-2 [IpoTokon B/P

MHTepHETE Bepcin & (1 &)
B [lpoTokon WHrepreTa sepcim 4 (TCP/IPvd) .
|

v i Jlpafisep 6/ Tononora KaHankHOro YPoOBHA

m

i OTBETUMK 06HAPYKEHMA TONONOrVKM KBHANBHOTO YPOE ™

[ER] i | [
v |([cooieme )

Onucanne

Mpotoxon TCP/IP - cTaHaapTHei npoTokon rnoansHex
ceTel, 06ECNEYNBEIOILNA CEASE MEXY PASTIMYHBIMIA
B3aMMOASACTEYIOWMMA CETAMM

Puc. 5.5
OTKpoeTcsi OKHO, B KOTOPOM oOTOOpakaeTcsa MHGOpMauUMs O HacTponkax CeTeBOro
noakntodeHnsi. BoamoxHbl ABa BapuaHTa HacTpouku IP-agpeca ceTeBoro nogknoveHus Bauwlero
MK:
1. MNonyuutb IP-agpec aBToMaTtuyecku: |IP-agpec HasHavaeTcs aBTomatudeckmn DHCP-
cepsepom (Puc. 5.6). Ecnn IP-agpec Bawewmy [1K Bblgaetcs aBTomatuyecku, Toraa Aans

onpefeneHns napameTpoB NOKanbHOW ceTu nepenanTe kK NyHkTy 5.1.1 gaHHoro PykoBoacTea.

PykoBoacTBO no noaksntoyeHuto IP-kamepbl B4230



IMocTraBuuk cucrem 6e3onacHocty TELECAMERA.RU

Be\&UARD Inasa 5. Hacmpotuika nposoonozo coedunenus

Ceoiictsa: Mpotokon WHtepHeta sepcinn 4 (TCP/IPv4) @lg

OBlwMe | AnbTepHATUEHERA KoHHrypaLIa |

MapaMeTpil IP MOMYT HA3HEYATHCA AETOMATUHECKH, BCIM CETh
NOAAEPHUBAET 3TY BOSHOMHOCTL, B NPOTWUBHOM CliyYae NapameTpel
TP MOMHO MONYYMTE Y CETEBOMD 3AMMHACTPETOPA.

(@ Mony-mTe IP-3Apec aBToNaTHHECKN I

() MicnonesosaTe cieayiowmil IP-anpec:
IP-agpec:
Macka noacets;

OICHOEHOA LMK

| (@ Mony4MTe agpec DNS-CEpBEPa SBTOMATHHECKH I

(71 MicnonbsosaTe cneayrowwe aapeca DNS-cepsepos:

Mpeano4mTasmeli DHS-cepeep:

ANETEPHATHEHEIA DMS-CepEep!

MoaTEEpAMTE NEPAMETPEI NPH BeIX0AS
—

Puc. 5.6
2. Ucnonb3oBatb cnenyrowmn IP-agpec: IP-agpec 3agaeTtca nonb3oBaTeneM BpYYHYHO
(Puc. 5.7):

—— :
= . B
Ceoiictea: [Mpotokon Wntepreta sepouu 4 (TCP/IPv4) . l_u

Obwme

MapameTpil IP MOryT HA3HEYATECA SETOMETHHECKM, ECTH CETE
NOAAEPHUBAET STY BOSMOXHOCTE, B NPOTHEHOM Cy4ae NapaMeTphl
IP MOMHO MONYUNTE Y CETEBOrD aAMMHWCTPATOPE.

() Mony4uTs IP-3ApEC BBTOMATHHECKH

(@ Wmonb30BaTk cieayowmil IP-anpec: I

IP-anpec: 192.168. 0 .
Macka nogceTu: 255 . 255 . 255 .

OcHOBHOM Wo3: 192.168. 0 .

Mony4uTe anpec DNS-Ccepsepa aBTOMaTUHECKN

(@ WMcnonb30BaThE CNeayowmWe aapeca DNS-cepeepos:
Mpeano4MTaemsii DNS-cepsep: 192.168. 0 . 1

ANbTEpHATUBHBIA DNS-CEpsep:

[T NoaTsepauTs napameTpil npu seixone

Puc. 5.7
3anvwunTte, Nbo 3anomHMTE NnapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka

noacetn, OcHoBHoM W03, DNS-cepsep).

BHUMAHMUE!
Ecnn Bbl He 3anucanu ceTeBble MapameTpbl KOMMbiOTepa, TO MOCMe HacTPOMKM Kamepbl GyaeT
HEBO3MOXHO BEPHYTb MX B MepBOHa4YarnbHoe COCTOSAHME ATt BOCCTAHOBIIEHUS NMOAKIMIOYEHUS K NIOKanbHOM

ceTtu n/vnmn cetn VIHTepHer.

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B4230
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5.1.1. OnpepeneHue napaMmeTpoB ceTu Npu agMHamuyeckom IP-agpece

NMPUMEYAHMUE!

[aHHbIN NYHKT PyKOBO,EI,CTBa npeaHasHa4deH Ana onpenerneHna napamMmeTpoB noKanbHoOM ceTu npu

HasHauyeHun IP-agpeca Bawewmy K asromatnyeckn (DHCP-cepsepom).

D,J'IFI onpegeneHna TeKywnx HacCTpoeK KOMMbTepa B nokanbHom I'IpOBO,EI,HOIZ ceTtun

HaxmuTe lyck — lNaHenb ynpasneHus (Puc. 5.8).

fe Internet Explorer
C

@ Skype BEWARD

|63 Microsoft Office Excel 2007 L

WMzobpaxerna

,.‘/7 BnoknoT
Mysbika
E DVR Server
Wrpe
m ERSController

Komnerotep
Q BEWARD IP Visor

Manens ynpasneHna
m BEWARD Player

YerpoicTea w NpUHTEpDI

‘:Jr CrysBel
w Mporpammel No yMoAUaHNIO

)
qéo Cry#Bbl KOMNOHEHTOE
Cnpaska u nogaepxia

» Bce nporpammel

J3BEpLLIEHNE paboTel |

— - s ——
‘ Halimu npoepammel u Haliss ¥

Puc. 5.8
B oTkpbiBlEMCA AManoroBoM OkHe BblbepuTe nyHKT [[IPOCMOTP COCTOSAHUA ceTU M

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.9).

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B4230
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@ & » Manens ynpaenenma »

HacTpoiika napaMeTpos KoMMetoTepa

CucTeMa v Be30nacHocTL
MpoBEpKa COCTOARNA KOMMBOTEPE
ApPXMBMPOBAHNE JBHHEIX KOMMEHOTEDE
Mowck u ucnpasneqne npoGnem

@l |H§ocmmp COCTORHMA CETH W 33484 I
=3

. Boibop napameTpoe AomMaluHed rpynnel u oBuyero
ACCTYNa K A3HHBIM

O60opyAoBaHWE W 3BYK
MpocMoTp YCTpoicTs M NpUHTEpOS

[JoBaeneHue ycTpoidcTea

MNporpammil

¥aaneHue nporpammbl

Puc. 5.9

o D 3
[0 | Tovrnavens rpaareris ]

Mpocmotp:  Kareropua

YueTHble 3anNWcK NoAL30BaTENeR N

CEMEWH...

@,ﬂ,ofwaaﬂenhe 1 YAANEHNE YHETHBIX 3anncei
noe3osaTenei

@ ¥CTaHOBKA POAWTENBCKOD KOHTPONA ANA BCEX
nonkzoBaTenei

OdopmneHne U NepcoHaNnsaLua
WMamerenne Temel

V3meHenne doHa paodero crona
Hacrpoiika paspeluenmna skpaqa

Yacel, A36IK 1 pernoH

CreHa packnagky KNasmatypel MK Apyrie
cneceboe BECAA

VameHeHmne a3bika MHTepdeica

CI'IE‘LI,HHJIIJHIJIE‘ BO3MOXHOCTH
Pexomengyemere Windows napamerpel
OnTrmmsauns n3oBpaxenna Ha IkpaHe

B oTkpbiBLIEMCSA AManoroBom okHe HaxmuTe [[loaknioyeHue no nokansbHou cetu] (Puc.

5.10).

GU

Manens ynpaenexns -
ACMALLHAA CTPaHMLE

3MeHEHNE NapameTpoR
apanTepa

- —
N
cut,

EEWARD
MzmennTe gonoaHuTenbHEIE (3707 KomnbtoTEp)

napameTpel obere AocTyna MpocmoTp aKTUBHBIX CETER

Cets 4
OBuwecTeeHHaA CETE

MaMEHEHNE CETEBLIX NAPAMETPOE

u-;: « Cetow MHreprer » LlenTp ynpasnedna cetami u oBymm gocTtynom -

Heckoneko cetefi

o e
[Mouck & nasenu ynpasneHus yel

MNpocMoTp OCHOBHBIX CBEAEHMA O CETH WM HACTPORKa NoAKAHYEHMA

e MpocmoTp NonHo#R KapTel

WHTepHeT
HOAKJ'IK)NEHME WKW OTKNHOYEHWE

Tun goctyna: WHTEpHET

MogknoueHna:

@ Hactpoiika Hosoro nogkAMOHEHUA WA CETH

HacTpoiika BecnpoeogHore, WMpoKononocHoro, MogemHore, npamoere wan YPMN-nogeaouenna

WM 2KE HACTPOIKE MApPLUPYTUIATOPa MK TOUKK A0CTYNa.

MogxntounTeca K cetn

MogKNHYEHME WKW NOETOPHOE NOAKS

K Becnp

CETEEOMY COES) WAN NogKS

K VPN,

BuiBop AcmaLUHER rpynnel n napameTpos obulere qocTyna

Cr. TaICKE

Joctyn k daitnam n NpUHTEPaM, PacNoNOHKEHHBIM Ha APYTWX CETEBBIX KOMMNBFOTEDAX, MAW

W3MEHEHWE N3PAMETPOE ofwero AoCTyna.

Bpanamaysp Windows

HAomalunan rpynna

@ YCTpaHEHHE HENCAZA0K

CeoiicTea obospesatena

Puc. 5.10

NMPUMEYAHUE!

JMarHoCTHKE M MCNpPaBNEHNe ceTesbx Npobnem nnKn nonyHedne ceegennid of ncnpasnesnn,

MpY HanMUUUM HECKOMbKMX CETEBbIX MOAKMIOYEHWI BbiGepuTe TO, K KOTOPOMY MIlaHUPYETCS MOAKIOYUTD

IP-kamepy.

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B4230
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B oTkpbiBLIEMCS OKHE HaxmMuTe kHonky [CBeaeHus] (Puc. 5.11).

E] Cocroanue - MNogxa4eHne No NOKaNEHOR CeTH u

Ofme

MoaknoyeHue
IPv4-noaknoHeHme:
IPvB-NoaKNHOYEHKe:
CocTosHWE Cpeabl:
AnuTensHoCTE:
CKopocTs:

AKTUBHOCTE

WHTepHET

Bes nocTyna Kk MHTepHeTy

MoaknioyeHo
04:47:33
100.0 MauT fc

OTnpasneHo —— L\fb‘ ——  [puHATO

BaiT: 79 188 140 I 805 508 770

e
o=

[ |Skiﬁcﬁcrﬁa ] [@OTmmquTb] [ AuarHocTuka ]

Puc. 5.11

B okHe «CBepgeHus 0 ceTeBOM MOAKIYEHUM» MpPeACcTaBlieHa creayowas uHhopmaums

(Puc. 5.12):

cormouromme [

JononHuTensHele CBEAEHWA 0 CETH:

CeoiicTE0

OnpegensHHBI ANA Mo ..
Onucatue
Puzmyeckuil agpec

SHauetme

Realtek RTLE168C(F)/8111C(P) Family P
00-24-10-57-45-30

HCP Brniouen
ec [Pvd
Macka nopcem [Pvd
Aperpa nonydeHa
Aperpa wcTekaeT

DHCP-cepeep IPvd
DMNS-cepeep [Pvd
WINS-cepeep IPvd

Wntos no ymonyaxaio IP...

CrnyxGa NetBIOS vepes...
INokaneHen IPvE-agpec...

Wntos no ymonyaxaio IP...
DMNS-cepeep IPvE

Oa

192.168.0.14

2hb.255.255.0

11 aveapa 2011 7. 10:27:11
11 pespans 2011 r. 10:27:11
192.168.0.1

192.168.0.1

192.168.0.1

Oa
fe80:3126:820:8112:163%11

4| 11

Puc. 5.12

Ecnn B atom okHe Bbl yBupenun ctpokn — «DHCP BkniouyeH - Oa», «Agpec IPv4 -

XXX XXX.XXX.XXX» (FO€ «XXX.XXX.XXX.XXX» — 3HayeHve |P-agpeca),— sHauut IP-agpec Bawemy MK

Ha3HayeH aBToMaTmyeckn. Macka nogcetu ykasaHa B cTpoke [Macka nopgcetm IPv4], agpec

ceteBoro wn3a — B ctpoke [lLUno3 no ymonyaHuw IPv4], agpec DNS-cepBepa — B CTpoke

[DNS-cepBep [Pv4]. 3anmwuute, nubo 3anomMHuMTe fadHHble napameTpbl (IP-agpec, Macka

nogcetn, Ceteson wnto3, DNS-cepsep).

PykoBoacTBO no noaksntoyeHuto IP-kamepbl B4230
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BHUMAHMUE!

Ecnn Bbl He 3anucanu ceTeBble napamMeTpbl KOMMbiOTEpPa, TO MOCME HaCTPOMKM kKamepbl Oyaet
HEBO3MOXHO BEPHYTb X B MEpPBOHAYaribHOE COCTOSHWE AN BOCCTAHOBMNEHWS MOLKITHOYEHUS K FTOKaNbHOM

ceTu u/unu cetu VlHTepHeT.

BHUMAHUE!

Ecnn B okHe «CBeAaeHMA o ceTeBOM nogkntoyeHun» Bol yBngenn ctpokn — «DHCP BknroyeH - Javy,
«IPv4-appec aBTOHACTPOMKM - XXX.XXX.XXX.XXX» ([ XXX.XXX.XXX.XXX — 3Ha4yeHue |P-agpeca),— 3HauuT
Bam He yganocb nogkntountecs K nposogHon cetn (DHCP-cepBep He npucsBoun IP-agpec Bawemy [1K).
MpoBepbTe NpaBMMbHOCTL NOAKIIOYEHMS K NPOBOAHOM ceTu. B cnyyae HeobxogumocTtu, obpaTtutech K

Balwemy cucteMHOMy agMUHUCTPATOPY.

5.2. UaMeHeHMe napamMeTpoB JfIoKanbHOW ceTn A NPoBOAHOro NOAKNIOYEeHUA

K IP-kamepe
Mo ymonuyanuio IP-kamepa B4230 nmeet IP-agpec 192.168.0.99. UTo6bl NnoaknounTbes K
Kamepe O5si nepBoHa4arbHON HACTPOMKN HeObXxoaumo, 4Tobbl Ball KomMnbloTep Haxoauncst B Tom
Xe nogceTu, 4to u kamepa. Npu aTtom IP-agpeca kamep, KOMMNBIOTEPOB U NIOOLIX APYrMX YCTPOUCTB

B CE€TU He JOSIKHbI CoBnaaaTh Mexzay COBoW.

BHUMAHUE!
IP-kamepa BEWARD B4230 no ymon4aHuto umerot IP-agpec 192.168.0.99. Ecnm Bbl nnaHupyete
NOOKITOYUTb HECKOSbKO IP-kamep, TO Ansa UCKYeHns KoHdnukta IP-agpecoB nogkntovante kamepbl No

oAHoM 1 nameHsiiTe nx IP-agpeca Ha nobble cBoboaHbIE B Baluel nokanbHom ceTu.

BHUMAHUE!
Ecnn Bbl yBepeHbl, 4yTo Baw T[1K, nogkmwo4veHHbIM K npoBogHOW ceTu, U IP-kamepa, duanyecku
MOAKIIOYEHHAas K TOM xe ceTu, NMnbo Hanpsamyto kK Bawemy MK, HaxogsTca B ogHon nogcety, Bol moxeTe

cpasy nepeiTu K nyHkTy 5.3 AaHHoro PykoBoacTea.

0na nameHeHus TEeKyLnxX HacTpoeK KOMNbTEpPa B nokarnbHomn I'IpOBOLI,HOVI CeTN HaXXmMmute

Iyck — MaHenb ynpaeneHus (Puc. 5.13).

PykoBoacTBO no noaksntoyeHuto IP-kamepbl B4230
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| X5/ Microsoft Office Excel 2007

'd"‘ Bnoknot

@ DVR Server
m BR5Controller
m BEWARD IP Visor
Q EEWARD Player

e CrnyBe

a
9‘, Crny#Bbl KOMNOHEHTOE

> Bee nporpammae

| Halmu npozpammsi u ghailabi

Puc. 5.13

BEWARD

Wrpei

Komnetotep

MaHens ynpasneHus
¥Ycrpoiicrsa n npuHTEpDI
Mporpammel no ymonuasmo
Crpaska n nogaepxka

[
3asepllieHne paboTol | *

B OTKpbIBLLEMCA OMarioroBOM OKHe Bbl69pI/ITe NYHKT [npOCMOTp COCTOAHUA CeTu

3apay] B pasgene [CeTb n UHTepHeT] (Puc. 5.14).

HacTpolika napameTpos KOMMbiOTEpa

@

Cuctema v He30MacHOCTb
Mposepka cOCTOAHNA KOMMBIOTERE
ApXV‘EMpUEEHIﬂE AdHHBIX KOMMNBHOTEPA
Mowck 1 ncnpasneHne npoGnem

Ceth i MHTepHeT

|I'Ié0cmmp COCTOAHMA CETH W 33434 I
Buibop napameTpos ACMALLHER rpynnbl n oBuiero
ACCTYNA K A3HHBIM

O6opyaosaHe 1 38yK
MpocroTp ycTpoicTe W NPUHTERCE
JloBasneHue yeTpoiictea

Mporpamme

¥aaneHue nporpammMel

Puc. 5.14

Mpocmotp:  Kareropua

YueTHble 3anWcK NoAL3oBaTenei u

CEMEFH...

'@' JoBaenenue n yaaneHne yueTHEIX 3annceil
noAL30EaTENEl

'@' YcTaHoBKa POAMTENECKOTO KOHTPONA ANA BCEX
noL30BaTenei

OgopmneHne W NepcoHannsaLma
Mzmererme Teme

Wsmernenne dona paboyero crona
Hacrpoiika paspelenna 3kpana

Yacel, A3bIK U PETMOH

CMEHa packnagkm KNasnaTypol WK Apyrix
cnoceBos secga
MzmeHeHmne A3bika nHTEpdEca

CI'IE.‘LLI"IaJ'IthIE.‘ BOZMOXHOCTH
Pexkomengyenbie Windows napamerpel
OI'ITMMI/L’-ELI'ME M,’-DSFIE)KEHME Ha 3KpaHe

B oTkpbIBLLIEMCSH OKHE HaxxmuTe «lMoakntovyeHne no nokanbHom cetn» (Puc. 5.15).

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B4230
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Marens ynpasneqna -
AOMALUHAA CTPaHMLa

ﬁk: ‘j 0 Mpecmotp noaHoi kKapTe!
zmereHune napamerpos | . s

ajamicpa BEWARD Heckonsko cereit Wrreprer
M3mernTe gonoaHuTeneHEIE (3707 KOMnBIOTED)
napameTpel 0BLLErD JocTyna

MpocMoTp OCHOBHBIX CEEAEHWA O CETH W HACTPORKa NoAKAOUEHNA

MpocMoTp aKTneHBN: CETER MogrntoYerne nan oTKIOYEHNE

Cems 4 Tun goctyna: IHTERHET

OBLUECTEEHHEA CETE MNogknoyeHna: @ MoaknroueHne no
NOKaNsHOW CETH

Wzmenenune ceTeBbix napameTpoe

ﬁl HECTpDﬁKE HOBOTC NOAKNHOYEHHA MAK CETH
-t

Hacrpoiika BecnposogHoro, WMpokonoaocHero, MogdemHors, npamoro wan VPN-nogkntouerua
WK 2KE HACTPOHKE MApPLUPYTU3aTopa AN TOYKN JoCTyna.

‘s. MogKNHYMTECA K CETH

MeakaroueHne nan NOETOpHOE NOAKS K Becnpoeog) y, NP
CETEBOMY COEIMHEHUHY MAKW nogkntoueHmne K VPN,

BulBop gomMaluHed rpynnbl M NapaMeTpos obLLero AocTyna
Cra. Takcke ,ﬂ,OCI'_"’I'I K ¢EﬁﬂEM W NpWHTEPAM, PAaCNON0XKEHHBIM HA APYTHUX CETEEBIX KOMNEBHOTEDAX, UK

W3MEHEHWE NapaMeTpoE obLLEre 4ocTyna.
bpanamaysp Windows P P RS AT

Jomawinag rpynna YcTpaHeHne HENONAA0K

= " .
CeoiicTea oBospesarenn JMarHocTuka u NCNpaBieHnE CETEBRIX Np nan noay CBEA o ncnpaeneHuM,

Puc. 5.15
NMPUMEYAHUE!
Mpy HaNMuUUM HECKONbKMX CETEBbIX MOAKIOYEHUI BbibepuTe TO, K KOTOPOMY MIaHMPYeTCs MOAKIIOYUTD

IP-kamepy.

B oTkpbiBLUEMCS OKHE HaxxmuTe kHoMKy [CBoncTBa] (Puc. 5.16).

[ Cocroanue - Mogk no L=

Ofiwme

MoaxnodeHie

IPv4-noaknoYeHne:;

WHTepHeT
IPvE-noaxknoYeHHe: Bes pocTyna k MHTEpHETY
CocCTosHWE Cpeabl: MNoakmoYeHo
04:47:33

100.0 MamT/fc

AnuTensHocTe:

CKOpOCTE:

CeeneHms. ..

AKTUBHOCTE

1
OTnpasneHo —— %! ——  TlpUHATO

£ =4

BaliT: 79 188 140 I 805 509 770

[ @CEOM"CI'BB ][@D‘rmmun‘rh] [ﬂnarHochKa ]

Puc. 5.16
B OTKpbIBLUEMCA OKHE CBOWCTB CETEBOro MOAKMYEHMS HeobxoouMmo BblGpaTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] un HaxaTb kHonky [CBomncTBa] (Puc. 5.17).

PykoBoacTBO no noagkntoyeHuto IP-kamepbl B4230
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1 Mogkntosenue no noKansHoM CeTi - CEORCTEa M

Cem | Ooctyn

MoaknioyeHue yepes:

l‘?‘ Realteke RTL8139/810x Famity Fast Ethemet cetesoi ag:

OmMeYeHHbIE KOMMNOHEHTBI WCNONb3YTCA 3TVM NOAKNHHEHWEM

Bl aspersky Anti-Virus NDIS 6 Filter -
v Q MnaHuposimk naketos QoS
vl QCnyxﬁa A0CTYNE K $aiAnam n I'IDHHTe-DEIM ceTeil Mior—,
¥ - [TpoToKon VHTe P
-\’ 8 MpoTokon MHTepHem BEPCHN -i{TCF‘ IFv-iI .

-2 [paitsep /8 Tononora KaHansHOMO YPOBHA
-4 OTBETMK 0GHEPYXKEHMA TONonorvI KEHEIJ'IbHOI’O )fpoe 7

[l 1

T )

Onucanme

Mpotokon TCP/IP - cTaHmapT™eiit npoTokon rnofansHem
CceTel, 06ECNEUMBAIOWMA CEASE MEXIY PASNMHHEIMI
E3aMMOSACTEYIOLMMI CETAMM.

oK ] [ Omvena

Puc. 5.17
B nosiBuBlemMcsi OkHe HeobxoaAMMO YCTaHOBUTb 3HayeHusa IP-agpeca v mackvu nopcetw.
Bbibepute nyHkT [Mcnonb3oBaTtb cneaywowmn IP-agpec] n seeante csobogHbii IP-apgpec 13
noacetn kamepbl, Hanpumep 192.168.0.20, n Macky noacetun — 255.255.255.0. OcrtanbHble

3Ha4yeHus BBOOUTb HET HeobxoaumocTu (Puc. 5.18).

Ceoiictsa: [Npotokan Watepreta sepcun 4 (TCP/IPw4) @g

“d
Ofiwme

MapameTpel IP MOryT HE3HEYETECA SETOMETMHECKH, ECH CETh
NoAAEpHKUBEET STY BOSMOKHOCTE, B NpoTHeHoM cnyyae napameTpel
IP MOMHO NONY4YWTE ¥ CETEBOMD SAMUHWCTPaTopa.

() Nony4uTe IP-aapec SBTOMATHHECKM

(@ Wnonb3osaTe cnenyowmi IP-agpec:
IP-agpec: 192 . 158 . 0 . 20

Macka noaceT: 255,255 .255. 0

OCHOBHON LUMho3:

Manyuuts agpec DNS-cepeepa aBTOMaTHYEKM
(@ Wnonb3osaTe cnenyrowme anpeca DNS-cepeepos:
MpeanounTaemsit DNS-cepsep:

ANbTEPHATWEHEIA DMNS-cepEep:

[[noaTeepauTs NapameTpel Npy Beixoae
l[ QK ]I OTMeHa

Puc. 5.18
[ns npumeHeHns1 U3MeHeHN HacTpoek HaxmuTe KHomky [OK] Bo BCcex OTKPbITbIX OKHaX.
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5.3. NMonyyeHue pgoctyna K IP-kamepe ¢ nomowbro 6pay3sepa Internet Explorer

IOns goctyna Kk kamepe ¢ nomollbio Opaysepa Internet Explorer 3anyctute ero v B
afpecHon cTpoke BBeauTe 3anpoc: http://<IP>:<port>/,— rge <IP> — IP-agpec kamephl, a <port> —

3HayeHne HTTP-nopta. MNocne atoro Haxmute [MepenTtn] nudo [Beoa] (Puc. 5.19).

BHUMAHUE!
IP-kamepa BEWARD B4230 no ymonyaHuto nmeet IP-agpec 192.168.0.99, HTTP-nopT 80.

NMPUMEYAHUE!
Ecnn pgna HTTP-nopta ucnonb3yeTcs 3HadeHve 80, Torga nns goctyna k kamepe 4epes 6paysep

[OCTaTOYHO BBECTU B aapecHon ctpoke «http://[<IP>/», roe <IP> — IP-agpec kamepsbl.

@ [MycTan cTpaHvua

(¢]®)

(& hitp://192.168.0.99/ Prax

Puc. 5.19

5.4. NMonyyeHne goctyna k Be6-nHTepdency IP-kamepbl
War 1: BeeauTe umsa nonb3oBatens U naponb. [0 ymMonuyaHuto UCMornb3yeTcs WMs

none3oarens —admin, naponke no ymonyaxHuto —admin (Puc. 5.20).

BHUMAHMUE!
Bbl MoXeTe W3MeHUTb MMsi Monb3oBaTenss M napofib B MeHio Hacmpoliku — CucmeMHble —

lMonb3oeamenu. B cnyyae ytepu naponsi UM UMEHW MNorb3oBaTensi YCTPOMCTBO MOXHO BEpPHYTb K
3aBOACKMM YCTaHOBKaM. 3TOr0 HEO6X0AMMO B TeYeHne AeCAaT CeKyH HaxaTb KHoMKy cbpoca Tpu pasa ¢

npomexxyTkamu 6onee 1 cekyHObl MeXAY HaXaTUAMMN.
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Besonackocts Windows x

iexplore
Cepeep 192.168.0.19 2anpaluneasT WMA NONL2OBATENA W NAPO/b.

370T cepeep Takcke coobuaet: “B4230 H.265 IP Camera -
005A2132168F",

admin

D 33N0MHUTL YUETHEIE AAHHEIE

0K OtmeHa

Puc. 5.20

Mocne ycnewHon aBTopu3aumm Bel nonyunte goctyn k Be6-uHTepdency IP-kamepsbl (Puc.
5.22).

War 2: ana npocmoTtpa usobpaxeHus c IP-kamepbl npy nomowm 6Gpaysepa Internet
Explorer ucnonbeaytotca komnoHeHTbl ActiveX. Internet Explorer He MmeeT 3TMX KOMMOHEHTOB B
CBOEM cocTaBe W 3arpyxaeT ActiveX HenocpeACTBEHHO C kamepbl. ECi KOMMNOHEHTHI elle He

yCTaHOBMeEHbl, Bbl yBUOUTE cnepgytollee coobLLeHneE:

Coobuenne ¢ seB-crpanius )
I ~ 1 CuCTEMa CNPEjEnNa, YTE Y BAC HE ycTaHoENeH OCK, ycTaHoBNTE
Y ceivac?

Puc. 5.21

Haxmute [OK]. B HwxHen yactn okHa Opaysepa nosiBUTCA BCMrblBalLee ornoBelleHne
cuctemMbl BbesonacHocTn (Puc. 5.22).

BELARD

e M,

Puc. 5.22

Haxmunte Ha kHonky [YcTtaHoBUTB].
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War 3: cuctema 6GesonacHoctn Opaysepa Internet Explorer GygeT aBTOMaTu4iecku

OnokmnpoBaTb ycTaHoBKy ActiveX. [Ing npogormkeHnsa yCTaHOBKM HaXXMUTE KHOMKY [YcTaHOBUTL] B

OKHe noaTBepXaeHus yctaHoBkm (Puc. 5.23).

~ —
Internet Explorer - MNpeagynpexaenne cucremel BesonacHocTi - u

b 3TO NpOT 6 ?

@ Wma: ActiveX Control (2013,11,04
Wzpatens: BEWARD Co., Ltd

E]ﬂononHMTeano [ YCTaHoBUTE ] [He ycraHaEnMBaTb]

NOBPEAWTL KOMMbIOTED. CNEAYET YCTEHAENMBATE NPOrPaMMbl, NONYHEHHEIE

|9 DaEinsl M3 MHTEPHETE MOrYT BT NONE3HE], HO 3TOT THN QEANE MOKET
L
A TONbKO OT A0BEPEHHOr0 M3AaTENA, DaKToDb! DUCKa

Puc. 5.23

War 4. gna KoppekTHOM ycTaHoBKM koMnoHeHToB ActiveX 3akpowite Internet Explorer u

HaxmuTe [OK] B OKHe, NpeacTaBneHHOM Ha PucyHKke 5.24, ecnn TakoBOe NOABUTCS.

f ™y
Warning M
[E windows must be close before install ocx, OK?
oK I OTmena
L
Puc. 5.24

LWar 5: B okHe, NpeacTaBneHHoM Ha PucyHke 5.25, HaxmuTe kHonky [Install].

s N h
& Install OCX ‘ [
@' ‘ Install ‘ ‘ Uninstall ‘ Close

Puc. 5.25
Lar 6: nocne ycnewHon yctaHoBku Bbl yBuaute coobuieHne «Register OCX success(C:\)»

B HWXXHEN YacTu JaHHOro okHa. Haxmute kHonky [Close] anga Bbixoga M3 okHa yctaHoBku (Puc.
5.26).

- 5
v oo ==
g’ Install ‘ Uninstall | ‘ Close ‘

I Register OCX success(C\NetVideoX)

Puc. 5.26
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NMPUMEYAHMUE!
B onepaunonHon cucteme Windows 7 u B Opay3epe Internet Explorer 9.0 HasBaHusi MeHO unu
CUCTEMHbIE COODLLEHMA MOTYT OTNNMYATbLCH OT Ha3BaHUA MEHIO U CUCTEMHbIX coobleHu B apyrux OC

cemenictea Windows nnu B gpyrmux 6paysepax.

NMPUMEYAHMUE!

Mpn yctaHoBke ActiveX B OC Windows 7 npu BKMOYEHHOM KOHTpONe YYeTHblX 3anucen Oyget
OOMNOMHUTENBHO NPOM3BOAUTLCS OMNOKMpPOBKA YCTaHOBKM, O 4YeM nonb3oBaTento OyaeT BblgaHO
OOnNonHuTenbHoe onoBelleHne. [ns paspelleHnst YyCTaHOBKM HeobXoaMMO YTBEPAMTENbHO OTBETUTb B

nosABMBLLEMCA OKHE.

War 7: otkponTte Internet Explorer n B agpecHon ctpoke BBegute IP-agpec kamepbl.

SEWARD AT P TR SN ST

OB cumiox B¢ 3anuce § Pasrosop =4 Mpocnyumeanine senwanre [ Passepryr [ Coomwowenwe [ Opurwian ER prz [ visoopaxenme
- ‘1“( VL R~ a = IXL N = ; y 1
g « - - > o - ~ . -

. |
-
S

-

-~
N - &
2

Puc. 5.27
OkHO  BebG-mHTepdpbenica IP-kamepbl  cogepxut  natb  Bknagok:  [[MpocmoTtp],
[BocnpousBenenue], [HacTtpomku], [TpeBora], [Bbixop], kaxgasa un3 koTopbix Oyaer

paccMoTpeHa Aarnee B HacTosiuiem PykoBoacTBe.
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5.5. \ameHeHMe HacTpoek noakno4veHus |IP-kamepbl Yepe3 Be6-uHTepcenc

Mocne nogknioveHust K IP-kamepe HEOBXOOUMO N3MEHUTb €e HACTPOWKM Takum obpasom,

4YTOObI OHa Haxoaunacb B OAHOWN NOACETU C ocTanbHbIM 060pyaOBaHUEM.

BHUMAHUE!

[na coBMecTHON paboTbl HECKOMNBbKMX YCTPONCTB B OAHOW NoaceTn HeobxoamMmo, YTobbl Yy HUX coBnaganm
nepBble Tpyu 4YacTu IP-agpeca, 1 NONHOCTLIO coBMNagana Mmacka noaceTu.

Hanpumep, IP-agpec Bawero MNK: 192.168.50.40. IP-agpec pasgeneH Toykamu Ha 4eTbipe okTteta. B
naHHoM npumepe: 1 okteT — 192, 2 okteT — 168, 3 okteT — 50, 4 okTeT — 40. Bam He06X0AMMO U3MEHUTL
IP-agpec kamepbl Tak, YToObl MX NepBble TPM OKTeTa coBnaganu, To ecTb IP-agpec kamepbl OOMmKeH

nmeTb Bua: 192.168.50.XX. YeTBepTbii OKTET IP-agpeca kaXkgoro yCTponcTBa 0b6a3aTenibHO JOMKEH ObiTh
CBOUM.

[ns n3ameHeHus ceTeBbIX HACTPOEK B BED-NHTEPGENCE HAXXMUTE B IMAaBHOM MEHIO Kamepbl
kHonky [HacTpowku] n nepengute B meHto Cemsb — LAN (Puc. 5.28).

BC\VARD

TokankeHele HacTpoiika LAN

Aynuo
Wenonsaoeats IPvE [

DHCP

Bupeo

CeTb

Bepcun IP 1PV ~
> OCHOBHEIS i

T oo 107 sen 0 o

SR 255 2055 255

> PPPoE
‘OcHoBHO W03
> UPnP 192 - 168. 0 1

MpeanounTaemelid DNS 192. 168. 0 . 254
> E-mail

AnsTepsatmeHbin DNS 202. 106. O 20

> FIP

MAC-agpec | 18-68-82-35-04-61
> DDNS
s porp B |

> RTSP

> HTTPS

> YBepoumnexue
Januce
Tpesora
TepMmuHan

CucTeMHbIe

Puc. 5.28
B TekctoBbix nonsax [IP-agpec], [Macka nopgcetn], [OcHoBHOM  wWnO3],
[MpeanounTtaembin DNS], [AnbTepHaTuBHbIM DNS] Hy)XHO BBECTM Takme 3Ha4YeHusi, 4Tobbl
Kamepa nonana B OAHY MOACETb C oOcCTanbHbiM obopyaoBaHnem (Puc. 5.28). [OAnsa aToro
obpaTutech K paHee 3anncaHHbIM, TEKYLLMM HAacTPONKaM NPOBOAHOW NOKarbHOM CeTU (CM. MYHKTbI

5.1 nin 5.1.1) 1, B COOTBETCTBMM C HAMU, YCTAHOBUTE BbllLIEyKa3aHHbIE NapaMeTpsbl.

NMPUMEYAHMUE!

B cny4vae HeobxogumocTu, Ans HaCTpOﬁKM CeTeBbIX MNMapamMeTpoB yCTpOVICTB O6paTl/ITer K Bau.lemy
ceTeBoOMy aMUHNUCTPATOPY.
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ﬂ,]’lﬂ npuMeHeHnA N3MEHEHUN CETEBbLIX HaCTpPOEK KaMepbl HAXMUTE KHOIMKY [COXpaHMTb],

nocre 4yero NOABUTCA yBEJOMIEHNE O Nepesarpyske yCTponcTaa.
Mocne nepesarpysku, IP-kamepa OyaeTt AocTynHa no 3agaHHomy Bamu IP-agpecy. Ha atom

HacTpownKa NPOBOAHOIO NOAKMoYEeHUs IP-kaMepbl 3aBepLUeHa.
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5.6. Bo3BpaTt HacTpoek nogkntoyeHus NK B nepBoHavyanbHble 3HaYeHUA

YT06bl BEpHYTb 3HAYEHMSI NMPOBOAHOIO CETEBOro MOAKIOYMEHUSI K YCTaHOBIIEHHLIM paHee
3Ha4YeHUsIM, BbINOSHUTE CrieaytoLne OeicTBuS.

Haxwmute lMyck — lNManenb ynpaeneHus (Puc. 5.29).

9 Internet Explorer
@ Skype BEWARD

|25 Microsoft Office Excel 2007 G

-ﬂ BroxHoT
Myssika
@ DVR Server
Wrpsi
m BRSCentroller

Komnbrorep
w BEWARD TP Visar

Manens ynpasnexnn
w BEWARD Player

YcTpoiicTea 1 NpUHTEpL

WsoBpaxenna

T Crycbel
G
pOrpaMMel NO YMONUaHHH

)
&, Cnyxbel komnonenTos _
Cnpaska u nogaepxka

»  Bcenporpammel
- - | T ———
‘ Hadmu npozparmsi u alisei 3asepLuenne pabotel il
T — »
T B @ °

Puc. 5.29
B oTkpbiBwEMcA AguanoroBoM OkHe BbibepuTe nyHKT [[IPOCMOTP COCTOAAHUA ceTU M

3apayv] B pasgene [CeTb n UHTepHeT] (Puc. 5.30).

Mouck & na
HaCTpDﬁKa napaMeTpoE KOMNbHITERA Mpocmorp:  Katercpua =

Cucrema v DesonacHoCTs YUeTHble 3aMMcKU NoAs30BaTENER 1
poBEpKa COCTOAHNA KOMMBIOTERE ceMer...
ApXMBUPOBAHWE JaHHBIX KOMMEHOTED

'@,ﬂ,oﬁaﬁnewe W YARNEHNE YHETHBIX 3aNKUCER
Mownck u ncnpasneqne npobaem noAeICEATENER
'@' ¥cTaHOBKE POAMTENECKOND KOHTPOMA 4NA BCEX

MuTepyeT nonssceaTenei

[pocmoTp COCTORHKA CETH W sa,qa
BeiGop napameTpoe gomaluHei rpynnel u obuere ) OgopmMneHne N NepCoHanMsaLua
[IESENYIa K AU " MamereHne Tembl

MzmeHenue drona pabouero cTona

ObopyaosaHWe 1 3BYK
MpocmoTp yeTpoicTs U NpPUHTEROE

JloBasnenne ycrpoiicTea Yackl, AZBIK 1 pernoH

Hacrpoiika paspelueHuna 3kpana

¢ CrmeHa packnagkn KNaenatypel Wan apyrix
[porpammel L cnocobos BBOAE

YaaneHwe nporpamMmel MzmeHenme asbika uHTepdeiica

CneunansHble BO3MOXKHOCTH
Pekomengyemeie Windows napametpel
OnTMKsaLNA M306PaKEHNA Ha IKpaHE

Puc. 5.30
B oTkpbiBLEMCA OKHe HaxmuTe [MoakntoyeHune no nokanbHon cetun] (Puc. 5.31).
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Manens ynpaenexma -
ACMELUHARA CTpaHNUE

Mzmenenne napameTpos
agantepa

VIZMEHNTS AONOAHNTENBHEIE
napameTpel obLere AocTtyna

Cra. TakoKe
Bpanamaysp Windows
JomaluHag rpynna

Ceoiictea obospesatens

MpocMOTP OCHOBHBIX CBEASHWA O CETH M HACTPORKa NOAKNHOUEHWA

&I' P ‘j MpecMoTp NoAHo# KapTel
: -,

BEWARD

@

Heckoneko cetei HHTepHeT

(370T KoMnbrOTER)

MpocmoTtp akTuBHB ceTeil

Cemn 4
OBuwecTaeHHan ceT

[3MEHEHWE CETEBBIX N apaMeTpoB

ﬁi Hactpoiika HOBOrO NOAKNMOHEHNA MW CETH
-

Tun gocTyna:

MogkntoueHna:

MogKnoYEHNE MAKN OTKMHOUEHKE

WNuTepHer

e

HacTpoiika GecnpoBodHoro, LWMPoKSNoADCHOrD, ModemHero, npamore wan VPN-nogentodedns
WM KE HACTPOIKE MAPLUPYTU3ITOPa AW TOYKN JoCTyna,

MoaxnrounTECA K CETH

rlO,D'KJ'IK)HEHME WNKU NOETOPHOE NOAKS K 6ECI",.;
CETEBOMY COEIMHEHWHD WAK Nogkntodedne k VPN,

BoiBop AoMaluHed rpynnebl v napameTpos obliero aoctyna

OocTyn k aiinam U NpUHTERaM, PACNONOKEHHBIM Ha APYTUX CETEBBD KOMMEHOTERAX, WK
W3MEHEHWE NapaMETPOE oBLLIErD AOCTyNa.

¥cTpaHeHne Henonagok

[AnarHocTika u NCNpasneHne ceTesbix NpoBRen WAN NoayHeHUe CBEAEHWA 06 ncnpasneHin,

Puc. 5.31

B oTkpbiBLIEMCS OKHE HaxmuTe kHonKy [CBomncTBa] (Puc.5.32).

@ Cocroanune - "DAK.IN-IDHEHME N0 NOKANLHOH cem-’u
Ofiwne

MoakntYeEHe

IPv4-noaKmOYEHME: WHTEpHET

IPvG-NOAKMOHERNE: Bes goctyna Kk MHTepHeTy
COCTOAHUE cpefbl: MopknioYeHo
044733

100.0 MBMT fc

AnMTensHOCTE:
CKOPOCTh:

CBeaeHua.. .

AKTMBHOCTE

1
OTNpaBneHo — %i! ——  TpuHsTO

BaiiT: 79188140 |

| [ @Caom'craa ][@D‘rmmun‘ru] [,ﬂ,marnocrma ]

805 509 770

Puc. 5.32
B OTKpbIBLLEMCSI OKHE CBOWCTB CETEBOrO MOAKMOYEHUS HeobXoaMmo BbiGpaTb MYyHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.33).
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[ MogxatoueHme No NoKaLHOM CETH - CEDACTEa u

Cem | Ooctyn

MogrnioveHing yepes:

l_-?‘ Realtele RTLE139/810« Family Fast Ethemet ceTesoit an:

CmMeyeHHEIE KOMNOHEHTE WCNONb3YOTCA 3TMM NOAKNIOHEHWEM |

Bl Kaspersky Anti-Virus NDIS 6 Fitter .
.Q Mnarmposwwk nakeTos QoS
[w] QCnyxﬁa AOCTYNE K aifnam 1 I'IDMHTEDEM ceTeit Micro—,

-2 [poToron MH £I3 BE

-. P MpoTokon HHT&;Hem BEPCHN -i{TCF‘ 'IF‘v-iI .

vl i Tlpaiteep 6/5 TONDNOra KaHAMEHOMD YPOBHA

& OTBETMK 06HAPYXEHWA TONONOMMK KEHANEHOrD YDOE ~

[l

YeTaHoBUTE... Yoanuts | CaoitcTea I

Onucanve

Mpotokon TCP/IP - cTaHaap eI npoTokon rnofansHem
ceTed, 0GECnEYMBaIOLLIMA CEBASE MEXKLY PASMMHHEIMKM
E3EMMONEACTEYIOLLMMIA CETAMM.

oK ] [ Ommena

Puc. 5.33
OTKpoeTCs MEHIO, B KOTOPOM HEOOXOAMMO YCTaHOBUTb 3HAYEHUSA HayanbHbIX HACTPOEK,
3anucaHHbIX Bamu paHee (CM. nyHKTbl 5.1, 5.1.1 gaHHoro PykoBoacTea).
Ecnu mnsHavanbHo IP-agpec Bawewmy MK HasHavyancs aBTOomMaTuuyecku, Torga Bblbepute
nyHkTol [Monyuutb IP-agpec aBtomatuyecku] wn [[onyuntb appec DNS-cepsepa

aBToMaTM4ecku], nocne yero Haxmute kHornky [OK] ons Bcex oTKpbITbiX OKOH (Puc. 5.34).

Ceoitcrea: MpoTtokon MuTepreta sepcun 4 (TCP/IPv4) lélg

Obme ANbTEPHATHEHARA KOHQHM ypaLmMs ‘

MNapameTpel IP MOryT HasHAYATHCA SETOMATHHECKM, BCAM CETh
MOAAEPHUBSET STY BOMOMHOCTE, B NPOTMBHON ciyYae NapaMeTpel
IP MOXHO MOAYUWTE Y CETEEOr0 AOMMHUCTPATOPA.

(@ Monyunts IP-aApec a5TOMATUNECKI I

{0) MNoNb30BaTE CREAYHOWMA [P-aapec:
IP-aapec:
Macka NoAreTH:

OCHOBHOA WK

| (@ MonysnTb anpec DNS-CepEEpa SETOMETHUHECKK I

(7) Mnons308aTh CNEAYIOWKE aapeca DNS-Cepsepos:

MpeanouMTaeHeR DHS-cepeep:

ANLTEPHATHEHEIN DN3-CepEep:

MNonTEEpANTE NEPEMETPEI NPK BbIX0AE ——

Puc. 5.34
Ecnu nsHavaneHo |IP-agpec Bawewmy K 6bin 3agaH BpyuYHyto, Toraa BblbepuTe MyHKT
[Mcnonb3oBaTtb cnepyrowmn IP-agpec] n 3anonHute Heobxoaumble nons (CM. NyHKT 5.1

AaHHoro PykoBoacTtea), nocne yero Haxmute kHonky [OK] ans Bcex oTkpbITbiX OKOH (Puc. 5.35).
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Ceoitcrea: Mpotokon Muteprera eepcun 4 (TCP/IPv4) @g

Ofwme

MapameTpel IP MOTYT HAHEHEATLCA AETOMATUHECKM, ECIM CETh
NOAAEPHMBAET 3TY BOSMOMHOCTE, B NPOTUBHOM Cy4ae napameTphl
IP MOKHO NONYUMTh ¥ CETEBOMD AAMMHWCTPETOPA.

() ManyuuTe IP-afpec aBTOMETUHECKH

@ Wnonb30BaTh Cneayrowmi IP-aapec: I

IP-agpec: 192.168. 0 .
Macka nonceTu: 255 . 255 . 255 .

OcHOBHOI WAk 192.168. 0 .

Mony-mTe agpec DN5-cepsepa asToMaTHHecM

@ Wcnonb3oBaTh cieayowme anpeca DNS{epBepoB:I
MpeanounTaemeni DMS-cepsep: 192.168. 0 . 1

AnbTepHaTHBHEIR DNS-cepeep:

[T NoateepanTs napameTpe! npn sbixone

Puc. 5.35

5.7. TlpoBepka npaBUNBLHOCTM HAaCTpoeK MoAknyeHnsa IP-kamepbl K
foKanbHOW ceTu

Ons  KOHTpons nNpaBUMbHOCTM CETEBbIX HACTPOEK Kamepbl M KOMMbTEepa HYXHO
NoAaKMYNTLCS K Kamepe Yepes 6paysep Internet Explorer.

3anycTtute 6paysep Internet Explorer. na atoro Haxmute lMyck — Bce lMpoepamMmbi v
BblbepuTe cTpoky [Internet Explorer].

Beeaute B agpecHom cTpoke |IP-agpec, nMpUCBOEHHbIN Kamepe  (HanpuMmep:
http://192.168.0.99) (Puc. 5.36).

a@ & hitp://192:1680.89/ R T —p—— x N e

Puc. 5.36
[Mpn NpaBunbHbLIX HACTPOMKaxX OTKPOETCA OKHO aBTopu3auun. [ns aBTopusauun BBeauTe
UMA Nonb3oBaTensa u naposnb, nocne yero Haxvute [OK] (Puc. 5.37).

BHUMAHMUE!

Vma nonb3oBaTens no ymonyaHuto: admin. Mapone no ymonyaHuo: admin.

PykoBoacTBO no noaksntoyeHuto IP-kamepbl B4230



IMocTraBuuk cucrem 6e3onacHocty TELECAMERA.RU

Be\«UARD Inasa 5. Hacmpotika nposoono2o coeduneHnus

BesonacHocts Windows >

iexplore
Cepeep 192.168.0.19 2anpalivEaeT MMA NONLIOEATENA M N3P0NEL.

3107 cepeep Tacke coobuwaet: "B4230 H.265 IP Camera -
005A2132168F".

admin

D JanoMHNTE YHETHRIE JaHHEBIE

OK CTmeHa

Puc. 5.37
Mpy NpaBMNbHO BLINOJTHEHHbLIX AENCTBUSAX Bbl cMoXeTe 3anTn B BeG-nHTEpdenc yepes

Gpaysep n yBnaetb nsobpaxenue c Bawen |IP-kamepsbl (Puc. 5.38).

BE@\VARD T T R — (————————

m CHUMOK 3anuce i Pasarosop pocnywmBaHue :— YBenuints @ Pa3gepHyTb CooTHoweHue ;, OpuruHan PTZ Waobpaxexue

2 ;1

Puc. 5.38
NPUMEYAHUE!
B cnyyae HeyaayHoOro coeauHeHWsi C KamepoW, NPOBepbTe MPaBUIbHOCTb NOAKMIOYEHUS K MPOBOLHOWN
ceTu, BepHUTECh B Ha4ano AaHHOW rnaBbl U NOBTOPUTE HacTpoliky. B cnyyae HeobxogumocTn obpatmTech

K Bau.lemy CUCTEMHOMY aAMUHUCTPAaTopy.
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MnaBa 6. NogkntoyeHue IP-kamepbl K ceT UHTepHeT

6.1. O6wue cBeaeHUA o noaknovYeHun IP-kamepbl K cetn UHTepHeT

Mpn yctaHoBke |P-kamepbl 06blMHO TpebyeTca MMeTb K Hel [OCTyn He TOfbKo M3

nokanbHOM CeTu, HO U U3 ceTn NHTepHeT.

B atom cnyyae ana ogHoBpemeHHOW paboTbl KOMMbOTEPOB, HOyTOykoB, IP-kamep u

apyroro obopyaoBaHus B ceTn VMIHTepHEeT, Yalle Bcero, UCNonb3yeTcs MapLupyTM3aTop.

Mpn opraHusaumm poctyna Kk IP-Bugeokamepam u3 cetn WHTepHeT, Kak npaBuro,

ncnonbe3yTca creaylowmne Tpu BapuaHTa:

1. NmeeTca BblaeneHHbIM NpoBangepoM BHeLHMN cTatudeckun IP-agpec wnn PPPOE-
coeauHeHue. lMpu atom, gaHHbIn IP-agpec (unn PPPoE-coeanHeHne) ucnonb3yeTtca
ANA NOAKINMIOYEHUSA TONbKO OAHOW IP-kamepbl U He MOXEeT BbiTb Ha3Ha4YeH eLe Kakomy-
nmnbo yCTponcTBay.

2. VimeeTcs BblOeNEeHHbIM NpoBaMgepoM BHELLIHWA cTatudeckuin |IP-agpec, KOTOpbIn
NCnonb3yeTcsa Ans NoaKtoYeHns K cetn MHTepHET foKanbHON CeTu, K KOTOPOK, B CBOKO
oyepedb, NMaHMpyeTcs NOAKMOYMTb OAHY WM Heckonbko IP-kamep. [Mpu Takom
NOAKMIYEHNN UCNonb3yeTca MapLpyTnsatop. [Npu 3ToM YMcno nNoaknyaemblx Kamep
3aBWUCUT, B OCHOBHOM, OT KOJIMYECTBA NepeHasHavyaeMbIX MapLupyTU3aTopoM NopToB.

3. [llpoeangep He BblAensieT BHEWHWW ctatudeckun IP-agpec. IP-agpec HasHayaeTcs
npoBangepomM AMHAMUYECKN, TO €CTb TakK, YTO MPU KaXXgoM HOBOM MOOKIMHOYEHUN 3TOT
agpec npucBamBaeTCsl 3aHOBO M M3MeHSieTcs B npouecce paboTbl (Takas cutyaumst
ocobeHHO xapakTepHa npu pabote yeped ADSL n GPRS). B atom cny4yae, 4TOGbI
obecneuntb BO3MOXHOCTb MOLKIOYEHUS OOHOW WM HECKOMbKMX Kamep K ceTu
MHTepHeT, BHe 3aBMCMMOCTM OT TOro, Kakou |P-agpec BbligeneH npoBangepom B
OAHHbIA MOMEHT, HeobXxoaMMO 3afenCTBOBaTb MHTEPHET-CryxObl, paboTtatowme ¢
OVWHaAMUYECKUMU agpecamu.

Hanee, aTM BapuaHTbl opraHuM3aumm poctyna kK IP-kamepam u3 cetn WHTepHeT OyayT

paccMOTpeHbl nogpobHee.
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6.2. NoakntoyeHne Npu ctatuyeckom BHelwHeM IP-agpece/PPPOE-coeanHeHun

6.2.1. Ucnonb3oBaHue ctaTuyeckoro IP-agpeca

Ana nogkniodeHns IP-kamepbl kK cetu MHTepHeT HeobGXOAMMO M3MEHUTb ee CceTeBble
napameTpbl B COOTBETCTBUM C JaHHbIMW, NOMy4YEeHHbIMW OT NpoBangepa. Kak npasuno, nposangep
npegocTaBnsieT cneylowme ceTeBble HacTpouku: IP-agpec (B gaHHOM cnyyae, CTaTUYecKuin),
Macka nogcetn, Ceteon wnto3 u agpec DNS-cepsepa.

[ns nonydeHunsa goctyna K IP-kamepe yepes ceTb VIHTEpHET no ctatuyeckomy IP-agpecy
Heo6xoauMO BbINONHUTE CreayoLwme Wwarw:

War 1: nogkntounte IP-kamepy Hanpsamyto k Bawemy T1K.

Lar 2: nsmeHuTe ceTeBble HACTPOWKM NPOBOAHOrO coeanHenus IP-kamepbl (CM. NyHKT 5.5
OaHHoro PykoBoacTBa) B COOTBETCTBUM C HaACTpoMKaMu, npefocrtaBneHHbiMn Bawum NHTepHeT-
nposangepom (Puc. 6.1).

BC\VARD

TlokankHEle HacTpoiika LAN

Ayauo
Wcnonsaosats IPvE [

DHCP

Bugeo
Cete

Bepoua IP | IPV4
> OcHoBHbIE .

Macka nogcetn
> PPPOE oA 255 . 255 . 255

‘OCHOBHON WS
> UPnP 102. 168. 0 . 25

MpeanouxTaemein DNS 102. 168. 0 . 251
> E-mail
AnbTepHaTBHEM DNS | 502 1p5. 0o 20

MAC-anpec | 00-5A-21-32-16-8F
> DDNS
R mitpzere ]

> RTSP

> FTP

> HTTPS

> YBegomnexue
Sanuce
Tpesora
Tepmunan

CHcTeMHEle

Puc. 6.1

War 3: nogkntounte IP-kamepy Kk BblaeneHHon cetu Ethernet.

Ecnu Bce napameTpbl yka3aHbl BEPHO, kamepa A0rmkHa ObiTb 4OCTYNHA B ceTn VHTepHerT.
B npvBegeHHOM npumepe npoBanaep NpegocTaBun cneayolwme AaHHbIe:

e |P-agpec: 173.194.122.202

e Macka noacetu: 255.255.255.252

e OcHoBHOWM Wn03: 173.194.122.211

e DNS-cepBep 1: 173.194.122.1

e DNS-cepBep 2: 173.194.122.2
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B obwem cny4vae, gna obpawieHuns Kk IP-kamepe vepes ceTb VIHTEpHET B agpecHOn CTpoke
Opaysepa BBoguTca cnegywoowmn 3anpoc: http://[<IP>:<Port>, rge <IP> — IP-agpec kamepbl,
<Port> — 3HayeHune HTTP-nopTa. Tak kak B JaHHOM npumepe ucnonb3yetcs 3HadeHne HTTP-
noprta, 3agaHHoe no ymondauuio («80»), TO, 4TOGLI OOpaTuTbcs K IP-kamepe 4yepes ceTb
NHTepHeT, Heobxogumo HabpaTtb 3anpoc «http://173.194.122.202».

NMPUMEYAHMUE!
Mpu nopkntoyeHun K kamepe 4depe3 HTTP-nopT, 3agaHHbIi NO yMONYaHWO (3HadeHue paBHO «80»),
3anpoc B agpecHoun cTpoke bpaysepa nmeet Bua: http://<IP>, — roe <IP> — IP-agpec kamepsbl.

6.2.2. Ucnonb3oBaHne PPPoE-coeanHeHus

WHTepHeT-npoBangep He Bceraa MoxeT obecneynTb NOAKMAYEHWe No crtatudeckomy |P-
agpecy. Yawe Bcero, npoBangep opraHuMsyeT goctyn kK cetu WHTepHeT u4epe3 PPPoE-
coeavHeHune. B aTom cniyyae, oH npegoctaBnsgeT aboHEHTY UMSA Nonb3oBaTens 1 Naponb.

IP-kamepa B4230 nopgepxnBaet PPPoE-coeanHenne. [Ons ero u1cnonb3oBaHus
Heo6xoanMO BbINOMHUTL CreayoLme LWarw:

War 1: nogkntounte IP-kamepy k Bawlei nokansHon cetu unu Hanpsimyto K K (cm. Maey 5).

War 2: songute B MmeHio PPPoOE HacTtpoek IP-kamepbl: Hacmpoitku — Cemb — PPPOE.
(Puc. 6.2).

BC\VARD

TNoKankHble HacTpoitka PPPoE
Ayavo

Buneo BimiounTs [

Aoy
Cets -
= —
> OcHoBHEIE S0
L S —
> LAN
Y —
PPPOE
Bpew nra
> UPnP

> Ema

> FTP

> DDNS

> PPTP

> RTSP

> HTTPS

> Yeepomnenuwe
3anuce
Tpeeora
TepmuHan

CHCcTeEMHBIE

Puc. 6.2

War 3: B TekcToBbIX Nondax [[Monb3oBaTens], [[Taponb] BBeANTE 3HaYEHUSA, NONYYEHHbIE
oT IHTepHeT-npoBanaepa.

War 4: Bbibepute TMN wudgposaHns “CHAP” unu “PAP” aons nposBepku MOAMWHHOCTU
coeavHEHUS.

LWar 5: ona npuHATUS UBMEHEeHNA HaXkmnTe KHoMKy [CoxpaHuTb)].

BHUMAHMUE!

Ons BCTyNnINeHna ceTeBblX NapamMeTpoB B CUITY Tpe6yeTCﬂ nepesarpyska yCTpOﬁCTBa.
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War 6: nogkntounte IP-kamepy K BblaeneHHom cetu Ethernet.

BHUMAHUE!
Mocne noaknioyeHus IP-kamepsbl K BblgeneHHol cetn Ethernet, oHa 6yaeT goctynHa B ceTu VIHTepHeT nof

IP-agpecom, NpMCBOEHHbIM el Bawim npoBargepom n otobpaxaemMbiM B none [Agpec] (cm. Puc. 6.2).

Ons obpaweHus k IP-kamepe B ceTn NHTepHET B agpecHom CTpoke Opaysepa BBOOMTCS
cnegyowmn 3anpoc: http://<IP>:<Port>/— rge <IP> — IP-agpec kamepbl, Ha3Ha4YeHHbIN Bawwmm
nposangepomMm npu yctaHoneHmn PPPoE-coeguHenusn, <Port> — 3HayeHne HTTP-nopta (mo

ymon4yaHuio pasHoe «80»).

NMPUMEYAHMUE!
Mpu nopkntoyeHun K kamepe 4depe3 HTTP-nopT, 3agaHHbIi MO yMONYaHWio (3HadeHue paBHO «80»),

3anpoc B agpecHom cTpoke Gpay3sepa nmeet Bua: http://<IP>, — roe <IP> — IP-agpec kamepbl.
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6.3. MNoakntoyeHne 4epe3 cetb WUHTepHeT K IP-kamepam, HaxogAawmMmcs B

nokanbHoOu ceTu
Ecnu goctyn B ceTb NHTEpHET ocyLlecTBnseTca no BblgeneHHon nuHun Ethernet nnn no

ADSL, onst nogknoYeHus NoKanbHON CeTU NCMOoNb3yeTcs MapLupyTU3aTop.

BHUMAHMUE!

Ona ucnonb3oBaHWs AaHHOrO MeToda MOAKMoYeHUs Heobxoaumo 3apaHee npuobpectn y Bawero
npoeangepa MYBNNYHBIA CTATUYECKWUW IP-agpec. lMposaiigep npemocTaBnsieT, Kak MpaBumsio,
ONHAMWYECKMIA BHYTPEHHWW IP-agpec, KOTOpbIi OOCTYyNEeH TOMbKO B MOACETM nposaiiaepa.

lMoaTomy yTouHMTe TUN ncnons3dyemoro Bamu IP-agpeca 3apaHee.

[na Toro 4ToGbl NoaknounTbes K IP-kamepe u3 cetn MHTepHeT, Hago obpatuTbesa no IP-
agpecy, BblJaHHOMY MpoBaniaepoM («BHeLHWUIA» IP-agpec MapLupyTusaTtopa), U K onpeaeneHHoMy

nopTy.

BHUMAHUE!
Mpn obpaweHnn n3 cetn WHTepHeT Onsi Bcex Kamep, HaxoOslMXcs B OOHOM FlOKanbHOW ceTw,
cyllecTByeT Tonbko oauH IP-agpec (IP-agpec, BblgaHHbIN npoBangepom). [Noatomy Ans JocTtyna K 9Tum

KamepaMm HeoOX0aUMO Ha3HA4YUTb KaXKaomn cBoe 3HavyeHne HTTP-noprta.

[na atoro TpebyeTcs BbINONHUTL CreayoLine 4eNCTBUs:

o /13meHnTb ceTeBble NapameTpbl IP-kamep B COOTBETCTBUM C HACTPOMKaMU, NPUHATBIMU
B Bawen nokanbHom ceTtn (CM. NyHKT 5.5 Ana NpoBOAHOrO MOAKMOYEHMS Kamep K
rioKarnbHOu ceTn).

e Hactpoutb yHKUMIO NepeHanpaBneHnss nopToB. [aHHaa yHKUMS nos3sondet
nepeHanpaensaTe obpaweHns u3 cetn VIHTepHeT K KkakoMy-nnbo yCTpOWCTBY,
NOOKIMYEHHOMY K NnokanbHom ceTtu, ¢ BHewHero WAN-nHTepderica mapLipytmusatopa
Ha ero BHyTpeHHuMN LAN-uHTepdenc un obecneumBaeTcss npakTU4ECcKM IobbiM
COBPEMEHHbBIM MapLLPYyTU3aTOPOM.

Mpn atom, cywecTtByeT ABa cnocoba HaCTPOMKM MapLupyTudauum (nepeHanpasneHus

nopToB):

1. wucnonb3oBaHue TexHonorun UPNP B MaplipyTusaTope 1 kamepe;

2. pydYHasi ycTaHOBKa NapameTpoB Tabnuubl MapLLpyTU3aLmu.

PykoBoacTBO no noaksntoyeHuto IP-kamepbl B4230



IMocTraBuuk cucrem 6e3onacHocty TELECAMERA.RU

Inasa 6. [looknouenue IP-xamepul k cemu Mnmepnem

6.3.1. Ucnonb3oBaHue TexHonorum UPnP
[Ons opraHmsaumm goctyna K IP-kamepe u3 cetn IHTepHeET HYy)XHO caenaTb creaytollee:

e PaspelmTb Ucnonb3oBaHne n HacTpouTb pyHkumo UPNP Bawwero maplipyTtusaTopa.

NMPUMEYAHMUE!

Hactpoiika pyHkumm UPnP mapuipyTtusatopa gomkHa 6biTb onucaHa B npunaraeMon K HeMy UHCTPYKLUA.

BHUMAHMUE!
He Bce mogenu mapLupyTmMsaTopoB nogaepxusatot dpyHkumio UPNP ana nepeagpecaumm noptos LAN- 1
WAN-unHTepdencos. Ecnn Baw mapwpyTtusatop He nogaepxuBaeT OaHHYH OYHKUMIO, TO OH Tpebyet

OOMNOSTHUTENbHOW HACTPOWKK (CM. NYHKT 6.3.2).

e Paspelwwntb ncnonb3oBaHne n HacTpouTb yHKkUno UPNP IP-kamepsl.

BHUMAHUE!
Mpy ucnonb3oBaHun UPNP yaaneHHblt NMPOCMOTP BMOEOMOTOKA C ABYX M Goree kamep MOXeT He
paboTaTb NMbo pabGoTaTb HekoppekTHo! Ecnu y Bac Bo3HWMKNM npoGrembl, HacTponTe napameTpbl

nepeHanpaBneHns NopToB BPYUHYH (CM. MYHKT 6.3.2).

War 1: B meHio Hacmpoliku — Cemb — OCHOBHbI€ OTMETbTE rafioukon NyHKT « Bknountb
nepeagpecaumio NOPTOBY», YTOObLI BKITHOYMUTL (DYHKLMIO Mepeagpecauumn nopToB MapLipyTM3aTopa

(Puc. 6.3).
BE\VARD

TNokankHele
Aypuo
Bugeo
CeTe

> LAN

> PPPoE

> UPnP

> E-mail

> FTP

> DDNS

> PPTP

> RTSP

> HTTPS

»> YBepomnenue
Banuce
Tpesora
TepmuHan

CHCTEMHBIE

War 2:

OTMETbTE

OCHOBHEIE HACTPOKH

o e

2000

[] BrnikunT: Nepeapecauyo nopTos

HTTP-nopt
OMNVIF-nopt

' MonyqnTe

¥k UPnP-cepeep:

192.168.0.251

UPnP-cepeep
BHelwuHmi IP-agpec
MopT AaHHBL:
HTTP-nopt
RTSP-nopt
ONVIF-nopt

Puc. 6.3

ranodykon nyHkt «lMonyuutb HacTtpoukm UPnP-cepBepa

aBTOMaTu4vecku» 1 Haxmute [CoxpaHuTb]. [locrne 3TOro B COOTBETCTBYHOLMX Monsx OyayTt
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ykasaHbl IP-agpec UPnP-cepBepa, BHeWwHWM IP-agpec kamepbl U 3HaYeHUs1 ee NpoBPOLLEHHbIX, TO

€CTb BHELLHWX, MOPTOB.

Ecnn B Bawen cetn Heckonbko UPnP-cepBepoB, TO, 4TOObI NOAKMIOYUTLCA K OQHOMY M3
HUX, CHUMUTE ranodky «lMonyuutb HacTponkm UPnP-cepBepa aBTOMatu4yecku», B Mone
«UPnP-cepBep» BBeaute Tpebyembin IP-agpec un Haxmute [CoxpaHutb]. [Nocne atoro B
COOTBETCTBYIOWMX Monax OyayT ykasaHbl BHeWwHun |IP-agpec Kkamepbl W 3Ha4YeHUs ee
NPoBpPOLLEHHBIX MOPTOB.

War 3: 4yTob6bl NonyunTb AOCTYN K kKamepe n3 cetn VIHTepHeT, Hago obpaTntbCs K HEW Mo

ee BHelwHemy IP-agpecy n HasHayeHHoMy e nopTy HTTP.

PykoBoacTBO no noaksntoyeHuto IP-kamepbl B4230



IMocTraBuuk cucrem 6e3onacHocty TELECAMERA.RU

Be\UARD Inasa 6. I[looknrouenue IP-kamepol k cemu Unmepnem

6.3.2. HacTpouka py4yHou nepeagpecaumm NopToB MapLipyTusaropa

Paccmotpum 3apgadvy nogknioveHusi IP-kamepbl K ceTu  WHTepHeT C€ nomoLLbio
mapwpyTtmsaTopa TP-Link TL-WR2543ND (HacTpowka 60nblUMHCTBA OYHKLUMIA MapLupyTN3aTopoB
pasnnyHbIX MoAEeren BbINOHAETCS CXOXNM 06pasom).

CuuTaem, 4TO MOAKMKOYEHME MapLupyTU3aTopa K NokKanbHOW cetn n cetn UHTepHeT yxe
HacTpoeHo. MaplpyTm3aTop UMeEeT crnefyowmn nyonmnyHbin ctatudecknn IP-agpec, BblOaHHbIN
NuTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapLupytusatopa): 173.194.122.201.

JlokanbHas ceTb umeet IP-agpeca B AnanasoHe «192.168.1.1 — 192.168.1.255», npuyem
«192.168.1.1» — «BHYyTpeHHM» |P-agpec wmapwpyTtmnsatopa (IP-agpec LAN-uHTepdelnca
MapwpyTtmsatopa), «192.168.1.199» - IP-agpec kamepbl. [Ond HaACTPOWKM UCMOMb3YyeEM
KOMMbIOTEP, NOAKMOYEHHbIN K 3TOMN NOKaNbHOM CETMW.

Ana nogknioveHus [P-kamepbl Kk ceTu WMHTepHeT TpebyeTcsa HasHauuMTb NOpThl, Yepes3
KoTopble ByaeT ocyLecTBNATLCA BHELUHUIA AOCTYN K €e HAaCTPONKaM 1 K BUAEONOTOKY C kKamepsbl. B
NnoKanbHOM CeTn 3TWU NOPTbl MO YMOMYaHUIO UMELDT cnegyowme 3HadyeHus: HTTP-nopt — «80»,
MopT aaHHbIX — «5000», RTSP-nopt — 554.

BHUMAHUE!
Mpn obpaweHun n3 cetn WHTepHeT Onsi Bcex Kamep, HaxoOsWuxcs B OOHOW JlOoKanbHOW CceTw,
cylecTByeT Tonbko oauH IP-agpec (BblgaHHbIM npoBangepom). Noatomy onst goctyna K 3TMM Kamepam

HeobxoQMMO KaxaoW Ha3Ha4YnTb CBOM rpynnbl NOPTOB.

[na nameHeHus nopToB IP-kamepbl BbINONHUTE criegytolime AenCcTBUS:

BHUMAHMUE!
MopT AaHHbLIX 0653aTeNbHO AOMKEH TPAHCNMPOBATLCA «NOPT B MOPT». COOTBETCTBEHHO, AN BCEX Kamep

HeobxoaMMo 3a4aTb pa3rnnyHble 3Ha4YeHnd nopTta AaHHbIX.

War 1. B Beb-mHTEpPdence kamepbl OTKponTe pasgen MeHiwo Hacmpolku — Cemb —
OcHogHbIe.
War 2: Beeaute B none [[MopT AaHHbIX] HOBOE 3HA4YeHWE, OTNINYHOE OT 3HaYeHUst Mo

ymMon4yaHuio. Hanpumep, nyctb B Ka4ecTBe NopTa AaHHbIX ucnonb3dyetcsa nopT «5001» (Puc. 6.4).
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TNokankHele

Inasa 6. [looknouenue IP-xamepul k cemu Mnmepnem

OCHOBHEIE HACTPONKH

Aynwo
MopT A3HHBD

HTTP-nopt

2000

Buaeo

CeTb
ONVIF-nopT

>
[t [] BrneoumTs nepeagpecayio nopTos
> PPPoE + MonyuuTk HacTpolkM UPNP-cepeepa aeToMaTHYeCkH

192.168.0.251

> UPnP UPnP-cepeep

> E-mail BHelwHuii IP-agpec
> FTIP MopT AaHHLD
> DDNS HTTP-nopt
> PPTP RTSP-nopt
> RTSP ONVIF-nopt
> HTTPS

> Yeegomnexue

Sanuce

Tpesora

TepMuHan

CHcTeMHble

Puc. 6.4
LWar 3: Ans npuMeHeHnst HacTpoeK HaXXMUTe KHOMKy [CoxpaHuTb|.
Takum obpasom, nopTbl Ans JOCTyna K AaHHOW Kamepe BHYTPW NnoKanbHOW ceTun GyayT:
HTTP-nopT — «80», MNopT aaHHbIX — «5001», RTSP-nopT — «554».
[Ona BTOpon Kamepbl MOXHO BblbpaTtb cneaywowme noptol: HTTP-nopt — «80», lNopT
AaHHbIX — «5002», RTSP-nopT — «554» u T.4.

Kamepa HacTpoeHa. OcTanocb NpasunbHO HACTPOUTL MapLLIpyTM3aTop.

[na HacTpoMKM MapLupyTM3aTopa BbINOJSIHUTE crneaylowme AeNCTBUA:
War 1: BBeguTe B agpecHon cTpoke Opaysepa IP-agpec maplipytu3aTopa (B Haliem
npumepe — «192.168.1.1»). B nosiBuBLLEMCSA OKHE aBTOpM3aLMW BBEAUTE JNIOMMH 1 napornb. [ocne

yOayHoW aBTopM3aLmmM OTKPOETCS OCHOBHas CTpaHuLa HacTpoek mapLipytusartopa (Puc. 6.5).

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

TP-LINK

Status
Quick Setup
WPS
Network

Firmware Version: 3.13.27 Build 121207 Rel 61955n

Wireless
DHCP

USB Settings
Forwarding LAN

Hardware Version: WR2543ND v1 00000000

Security
Parental Control

Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

MAC Address:
IP Address:

Subnet Mask:

90-F6-652-75-BD-62

192.168.1.1
255266 2660

Wireless

Wireless Radio:

Name (SSID):

Enable
TP-LINK

Puc. 6.5

LWar 2: Bbibepute nyHkT meHio Forwarding — Virtual Servers. B nosBuBueMCA MeEHIO

HaxkxmuTe kHonky [Add New] (Puc.6.6).
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I nasa 6. I[looknrouenue IP-kamepol k cemu Unmepnem

TP-LINK'

Status
Quick Setup
WPS
Network
Wireless
DHCP

USB Settings

- Port Triggering
-DMZ

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Virtual Servers
D Service Port Internal Port IP Address Protocol Status Modify
Enable Al Disable All Delete Al
Previous Next
Puc. 6.6

War 3: po6aBbTe npaBuna nepeHanpasneHns noptos ans IP-kamepsl (Puc. 6.7). 3apante

cneayoLwme napameTpbl:
[Service Port]: ykaxuTte nopT, KOTOpbIA ByAeT ncnonb3oBaTbCa Ana 4OCTyna K kKamepe 13

cetn VIHTepHerT.

NMPUMEYAHMUE!

Bo u3bexaHune KOH(bJ'II/IKTOB HE VICI'IOJ'Ib3y17ITe ana nepeHanpasneHnAa nopToB 3aperncTtpupoBaHHbIE

3Ha4veHus. PekomeHayeTcsa ncnonb3oBaHne nopTos AnanasoHa 1124-7999.

[Internal Port]: ykaxuTte nopT, UCMOSb3yeMblil B aHHbI MOMEHT Ans A0CTyna K Kamepe 13

nokanbHoOW ceTwu.

[IP Address]: ykaxuTe IP-agpec kamepsbl, Ana KOTOPOW HacTpanmBaeTCs nepeHanpasneHme.

OcrTanbHble NyHKTbI He TPEDYHOT HACTPOWKN.

Hob6asbTe npasuno anga nopta HTTP (Puc. 6.7).

TP-LINK'

Status

Quick Setup

WPS

Network

Wireless

DHCP

USB Settings
Forwardi

- Vi s

- Port Triggering
-DMZ

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Add or Modify a Virtual Server Entry

450M Wireless N Gigabit Router
Mode! No. TL-WR2543ND

Service Port: 31 (O4-XX 0r XX)
Internal Port: 80 (XX, Only valid for single Service Port or leave it blank)
IP Address: 192.168.1.199
Protocol: All -
Status: Enabled -
Common Service Port: —S3elect One— h
sae
Puc. 6.7
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Be\VARD I nasa 6. I[looknrouenue IP-kamepol k cemu Unmepnem

LWar 4: HaxmuTe KHOMNKY [Save], 4Tobbl coxpaHuTb npasuno. MNpasuno gobasneHo (Puc.

6.8).

TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify
DHCP 1 81 80 192168.1.199 All Enabled Madify Delete
USB Settings

Forwarding Add New... | [ Enable Al | [ Disable Al | [ Delete All

LT Previous Next

-DMZ

-UPnp

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.8
LWar 5: Tem xe cnocobom gobasbTe npasuno ans nopta RTSP (Puc.6.9).

TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

wps

Network

T ID  Service Port Internal Port IP Address Protocol Status Modify

T 18 80 192.168.1.199 Al Enabled Modify Delete
FP— 2 3001 554 192.168.1.199 Al Enabled Modify Delete
Forwi

Virt AddNew... | [ Enable Al | [ Disable Al | [ Delete All

- Port Triggering

-OME Previous | Next

-UPnP
Security
Parental Control

Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding
Dynamic DHS

System Tools

Puc. 6.9
LWar 6: n ewe ogHo npasuno ans lNopTta gaHHbIX (Puc. 6.10).

BHUMAHUE!
HTTP-noptel 1 RTSP-nopThl Kamep MOXHO nepeHanpasnsaTb C MOMOLLbIO BUPTYanbHOro cepsepa, ogHako

MOPT AaHHbIX KaMep AOMKEH ObITb PasHbIM U TPAHCNIMPOBATLCS «MOPT B MOPT»!
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TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

I nasa 6. I[looknrouenue IP-kamepol k cemu Unmepnem

Status

Quick Setup Virtual Servers

wps

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify

181 80 192.168.1.199 Al Enabled Modify Delete
DHCP
USB Settings 2 3001 554 192.168.1.199 Al Enabled Modify Delete
P 3 5001 5001 192.168.1.199 Al Enabled Modify Delete

AddNew.. | [ Enable Al | [ Disable Al | [ Delete All
-uPnP
Previous Next

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.10
War 7: Ecnu Bbl ncnonb3yeTte HeECKOMNbKO kamep, To Bam HeobxogmMmo nosTopuTh warn 2-6

ANsa ocTanbHbIX Kamep (Puc.6.11).

TP-LINK’ 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quik Setup
WPS

Network

Fr— D Service Port internal Port 1P Address Protocol Status Modify
T 1 81 80 192.166.1.199 Al Enabled Modify Delete
USB settings 2 3001 554 192.166.1.199 Al Enabled Modify Delete
[S— 3 5001 5001 192.168.1.189 Al Enabled Mlodify Delete
-Vi s 4 82 80 192.166.1.198 Al Enabled Modify Delete
- Port Triggering 5 3002 554 192.166.1.198 Al Enabled lodify Delete
- DMZ 6 5002 5002 192.168.1.198 Al Enabled Mlodify Delete
-UpnP 7 83 80 192.168.1.211 Al Enabled Modify Delete
FEE 8 3003 554 192.168.1.211 All Enabled Modify Delete
Parental Control 9 5002 5002 192.168.1.211 Al Enabled Modify Delete
Access Control

e AddNew.. | [ EnableAl | [ DisableAll | [ Delete Al |

Bandwidth Control

IP & MAC Binding [_Previous ]

Dynamic DNS

System Tools

Puc.6.11

HacTponka mapLupyTmsaTopa 3aBepLueHa.

Tenepb, 4TOBbLI NOAY4YMTL AOCTYN K Kamepe U3 ceTn MIHTepHeT, Hago obpaTtuTbCs K Her no
IP-agpecy, BblAaHHOMY NpoBangepom («BHeWwHu» IP-agpec mapwpyTtusatopa), 1 HasHa4eHHOMY
en nopty HTTP.

B paccmoTtpeHHoM npumepe IP-agpec maplipyTtusatopa — «173.194.122.201». HTTP-noprT,
Ha3Ha4eHHbIN kKaMmepe ans nepeagpecauuun, — «81». 3HauuT, Anga obpalleHna K Kamepe u3 cetu
WHTEepHeT Heob6xoanumo B afpecHom CTpoOKe Gpay3sepa HabpaTb 3anpoc:
http://173.194.122.201:81/.
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Ipunosxcenus

MpunoxeHus

MpunoxeHune A. 3aBoacKue yCTaHOBKMU

Hwxe npueeneHbl HEKOTOPbIE 3Ha4YeHUA 3aBOACKMX YCTAaHOBOK

HanmeHoBaHue 3HauyeHue
IP-agpec 192.168.0.99
Macka noacetun 255.255.255.0
LWnto3 192.168.0.1
Nmsa nonb3osatens (agMmHucTpaTopa) admin
Maponb (agMuHMCTpaTOopa) admin
HTTP-nopt 80
MopT AaHHbIX 5000
RTSP-nopTt 554
SMTP-nopt 25
NTP-cepBep time.nist.gov

time.windows.com
time-nw.nist.gov
time-a.nist.gov

time-b.nist.gov
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Be\UARD Lpunooicenus

MpunoxeHue B. NapaHTUnMHbIE 06A3aTenbCTBa

B1. O6wue cBepgeHud

a) MNepeg nogkritoueHnem obopyaoBaHUS HEOHXOANMMO 03HAKOMUTLCS C PyKOBOACTBOM MO
aKcnnyaTaumm.

0) Ycnosus akcnnyataumm Bcero obopygoBaHusa gomkHbl cootBeTctBoBath TOCT 15150-
69, NOCT B20.39.304-76 (B 3aBUCMMOCTWN OT UCNOSTHEHMSI YCTPONCTBA).

B) [1nsa noBbIlWEHNA HageXHOCTK paboTbl 060pyaoBaHUs, 3aWwmUTbl OT OPOCKOB B NUTaloLLENn
ceTn n obecneyeHns GecnepebOMHOrO NMUTaHWS crnegyeT WUCMNOoNb3oBaTb CeTeBble PUNbLTPbI U

ycTponcTBa 6ecnepebonHoro nnTaHus.

B2. dneKkTrpomarHMTHass COBMeCTUMOCTb

3710 0obopygoBaHMe cooTBETCTBYET TPebOBaHUSAM dreKkTpomMarHuTHon comectumoctn EN
55022, EN 50082-1. HanpsikeHne paguonoMex, cosgaBaeMblX annapaTtypour, COOTBETCTBYET
FOCT 30428-96.

B3. OnekTponuTtaHue

[omKHO cOOTBETCTBOBATL NapamMeTpaM, YkasdaHHbIM B PyKOBOACTBE MO aKcnnyaTauuu ans
KOHKpeTHOro ycTtponctea. [na yCTPOWCTB CO BCTPOEHHbIM WCTOMHMKOM MUTaHUA — 3TO
nepemeHHoe HanpskeHne 220 B 1£10%, vactotom 50 Iy +3%. [N yCTPOMCTB C BHELUHUM
NCTOYHMKOM NUTaHUS — 3TO cTabunumampoBaHHbii agantep 5 B £5% nnun 12 B £10% (HanpsixeHune

nynbcaunn — He 6onee 0.1 B).

B4. 3azemneHune

Bce ycTponcTtea, umetolwme BCTPOEHHbIM BNOK NUTaHUS, OOMKHbI ObiTh 3a3eMneHbl nyTem
MOAKIMIOYEHNS K creumanbHblM pO3eTKam OMeKTPONUTaHWs C  3a3eMieHueM unu nytem
HenocpeacTBEHHOIO 3a3eMiieHMs Kopryca, €cCnM Ha HeM npefycMOTpeHbl cneuuarnbHble
KpenexHble 3neMeHTbl. 3a3emneHve 9neKTponpOBOAKU 34aHUA OOMKHO ObiTb BbINOMHEHO B
cooTtBeTCcTBMM C TpeboBaHuamu MY3 (MpaBuna Yctponctea AnekTpoyctaHoBok). ObopyaosaHue
C BbIHOCHbIMW OriokamMu nNUTaHWs WM aganTepamu TakkKe [OIMKHO OblTb 3a3eMneHo, ecnu 3To
nNpeayCMOTPEHO KOHCTPYKUMEN Kopryca WM BUMKM Ha LWHype nuTaHusa. MOHTax BO3AYLUHbIX
NVHUIA anekTponepesayn u NUHUA, NPOKNaAblBaeMblX MO HapPYXXHbIM CTeHaM 30aHWA U Ha
Yyepdakax, JOIPKeH BbITb BbIMNOMHEH 3KPaHMPOBAHHLIM Kabenem (Mnv B MeTannopykase), U JIMHUN
OOIMKHbI ObITb 3a3eMneHbl C ABYX KOHUOB. [lpuyem, ecnu oamH KOHeL, aKpaHa nogkntoyaeTcs
HEMNOCPEeACTBEHHO K LUMHE 3as3eMNeHus, TO BTOPOM — MOAKMYaeTCa K 3a3eMreHuo Yepes

paspsgHUK.
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Be\UARD Ipunosxcenus

B5. MonHue3awumTa

MonHuesawuTa gormkHa cootBeTcTBoBaTb P 34.21.122-87 "MIHCTpyKUMA NO YCTPOUCTBY
MOMHMe3aLnTbl 3gaHni n coopyxennin" n FTOCT P 50571.18-2000, TOCT P 50571.19-2000, TOCT
P 50571.20-2000. Mpn npoknagke BO3QYLUHbIX AWHUA N NUHWUA, UOYLLUMX MO HApPY>KHOW CTeHe
3[0aHUN 1 NO YepAayHbIM NMOMeELLEHNsIM, Ha BXxogax obopyaoBaHWUsS AOSMKHbI ObiTb YCTAHOBMEHDI

YyCTPOWCTBA MOMTHME3ALLMTDI.

B6. Temnepartypa 1 BNaxHoOCTb

MakcumanbeHble 1 MUHMMarnbHblE 3HAYEHUs1 TemrnepaTypbl SKCnyaTauMnm U XpaHeHusi, a
Takke BNaXHOCTW, Bbl MoxeTe nNoCcMOTpeTb B TEXHUYECKOM OMUCAHWM  KOHKPETHOro
obopynoBaHusi. MakcumanbHas paboyvas Temnepartypa — 3TO TeMnepaTtypa, Bbllle KOTOPOW He

[AOIMKEH HarpeBaTbCsl KOPyC YCTPOMCTBA B NpoLecce ANUTeNbHON paboThl.

B7. PasmelueHue

[na BeHTUNSUMM YyCTPOMCTBA HEOOXOAMMO OCTaBWUTb Kak MUHMMYM No 5 cm cBoBGoaHOro
npocTtpaHcTBa no 6GokaM W CO CTOPOHbl 3agHen naHenu ycTtpowctBa. [lpu ycTaHoBke B
TENEeKOMMYHMKALUMOHHBLIN  WwKad unuM  CTOWKy JommkHa ObiTb obecnedyeHa Heobxogumas
BeHTUnAuuA. [na 3TOoro pekoMeHAyeTCs YyCTaHaBnMBaTb B LWKady cneumanbHbid  6nok
BEHTUNATOPOB. TemnepaTypa OKpyXXalLlero Bo3gyxa W BEHTMNSUMS LOMKHbl obecnevvBaTtb
HeobxoauMbIA  TemnepaTypHbi  pexum obopyaoBaHus (B COOTBETCTBMM C  TEXHUYECKMMM
XapakTepUCTUKaMM KOHKPETHOrO 060pya0BaHMS).

MecTo ansa pasmeLleHnss 060pyaoBaHNs LOMKHO OTBEYaTh CreayloLwmm TpeboBaHNsaM:

a) OTcyTcTBME 3anbINIEHHOCTM NOMELLEHMS.

6) OTcyTCTBME B BO34yXe NapoOB BMaru, arpeccuBHbIX Cpea.

B) B nomewieHun, roe ycrtaHaenvBaeTca oOOpyaoBaHWE, He OOMKHO ObiTb ObITOBbIX
HaCEeKOMbIX.

r) 3anpewaerca pasmewatb Ha 060pyaAOBaHUN NOCTOPOHHME MpPeaMeTbl U NepeKkpbiBaTb

BEHTUNALMOHHbIE OTBEPCTUA.

B8. O6cnyxuBaHue
O6opynoBaHne Heobxoommo obcnyXmBaTb C NEPUOLAMYHOCTBIO HE MEHee OL4HOro pasa B
rog C Uenbl yganeHus u3 Hero nbinn. ATO no3sonut obopynoBaHuto paboTtatb 6e3 cboeB B

Te4YyeHune npoaoInKUTESNIbHOro BpeMeHw.

B9. NMoakntovyeHne nHtepdencos
O06opyaoBaHne AOMKHO NOAKNIOYATLCA B CTPOTOM COOTBETCTBUM C Ha3HaA4Ye€HUEM U TUMOM

YCTaHOBIIEHHbIX NHTEP(ENCOB.
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B10. NapaHTUiHbIe 06A3aTenbCcTBa

OOO «HIIMN «beBapg» He rapaHTupyeT, 4YTo 0bopyaoBaHue GyaeT paboTaTb AOMKHLIM
00pa3om B pasnumyHbiX KOHUrypaumsx n obnactax NpMMEHEHUs, U He AAaeT HUKaKOW rapaHTum,
yTO 0GopyaoBaHMe obs3aTenbHO OyaeT paboTaTb B COOTBETCTBUM C OXMAAHUAMWU KIMEHTa npwm
ero NpMMeHeHun B crneunguyecknx Lensx.

OO0 «HIIM «beBapg» He HeceT OTBETCTBEHHOCTM MO rapaHTUIHbLIM 06s3aTEeNbLCTBAM NpU
NoBpeXOeHUN BHELWHUX WHTepdencoB obopyaoBaHus (CeTeBblX, TeNeOHHbIX, KOHCOMbHbLIX U
T.M.) 1 camoro o6opyaoBaHusl, BO3HUKLLEM B pe3yrbTaTe:

a) HecobnogeHnst NpaBuIl TPAHCNOPTUPOBKM M YCINOBUIN XpaHEHWS;

0) dhopc-mMaxkopHbIX 06CTOATENBCTB (TaKNX Kak noXap, HAaBOAHEHME, 3EMIETPSACEHNE 1 Ap.);

B) HApPYLLUEHUS TEXHUYECKNX TpeboBaHU MO pa3MeLLEHMIO, MOAKMIOYEHNIO U SKCMyaTaumy,;

r) HEMpPaBUITbHbIX OEWCTBUIA NMPY NEPENPOLLNBKE;

[) NCNONb30BaHNS He NO Ha3HaYeHWIo;

€) MEeXaHVWYECKUX, TEePMUYECKMX, XMMUYECKUX W WHbIX BMOAOB BO3OEWCTBUM, €CNU WX
napameTpbl BbIXOAAT 3@ paMKM OOMNYCTUMbIX 3SKCMMyaTauMOHHbIX XapaKTepucTuk, nmMbo He
NnpeayCcMOTpPEHbl TEXHMYECKON creumndukalmen Ha gaHHoe obopyaoBaHue;

) BO3OENCTBMSA BbICOKOTO HanpshkeHus (yoap MOSHMKM, CTaTU4ecKoe 3neKTpU4YecTBO WU

T.M.).
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MpunoxeHue C. lNMpaBa n noaaepxka

C1l. ToproBasi mapka

Copyright © BEWARD 2020.

HekoTopble nNyHKTbI HacTosiwero PykoBoacTBa, a Takke pasfgenbl MEHK YnpaBrieHus
obopynoBaHus MoryT 6bITb M3MeHeHbl 6e3 NpeaBapUTENbHOIO YBELOMIMEHNS.

BEWARD sBnsietca 3apernctpmpoBaHHon Toproson mapkon OOO «HIIM «beapa». Bece

OCTallbHbl€ TOProBble€ MapKn npuHaanexart Ux sragenbuam.

C2. OrpaHu4yeHne OTBETCTBEHHOCTHU

OO0 «HIMM «beBapg» He rapaHTUpyeT, YTO annapaTHble cpegcTtBa OyayT paboTaTb
OOIMKHBIM 06pa3oM BO BCEX cpedax M MPUMOXEHUSX, U He OaeT rapaHTMn U NpeacTaBreHUun,
noapasymeBaeMbIX WU BbIPaXEHHbIX OTHOCUTENbHO KayecTBa, paboymx XapakTepucTuK, WIu
paboTtocnocobHOCTM Npu ucnonb3oBaHun B crneundudecknx uenax. OO0 «HIMM «besapg»
NPUNoXnno Bce ycunusa, 4tobbl caenartb 310 PyKoBOACTBO Mo akcnnyaTaumm Hanbonee TOYHbIM U
nonHeiM. OO0 «HIIM «beBapg» oTkasbiBaeTcA OT OTBETCTBEHHOCTM 3a NioOble oneyatku wunu
NPoOMycKuK, KOTOpble, BO3MOXHO, NPOM3OLLIAN NpY HanMcaHnm gaHHoro PykosoacTtea.

MHdpopmauua B nobon yactn PykoBoacTBa No aKcnsiyataumm N3MeHseTca U OOMNosHseTcs
OO0 «HIMMN «beBapa» 6e3 npeasaputensHoro yBegomnenus. OO0 «HIM «besapa» He Gepet
Ha cebs HMKaKON OTBETCTBEHHOCTM 3a NtoOble NOrpeLlHOCTN, KOTOPble MOTYT COAEPXaTbCsA B 3TOM
Pykoeogctee. OO0 «HIIM «beBapa» He 6epeT Ha cebss OTBETCTBEHHOCTM U HE OAET rapaHTui B
BbIMycke OOHOBMEHWUA WITM COXPAHEHUN HEU3MEHHOW KakoW-NMOO WHGOpMaLMM B HACTOSILLEM
PykoBoacTtBe no akcnnyatauumn, U ocTaBnseT 3a cobOM NMpaBO BHOCUTb M3MEHEHUS B AaHHOE
PykoBoacTtBo w/unu B u3genus, onvucaHHble B Hem, B noboe Bpemsi 6e3 npegBapuTenibHOro
yBegomMmnexus. Ecnn Bbl obHapyxute B 3TOM PykoBoacTBe uMHGOpMauuio, KoTopas fABnseTcs
HenpaBUNbHOMW WNW  HEMOMHOW, wunu BBOAMT B 3abnyxaeHwe, Mbl Oyaem Bam «kpawviHe

npu3HaTesibHbl 3a Bawu KOMMEHTapun 1 npeaioxXeHuns.

C3. Npenynpexaexnsa FCC

3710 06opyaoBaHME ObINO NPOTECTUPOBAHO U NPU3HAHO YOOBMETBOPAIOWNM TpeboBaHNAM
NONOXeHNUsT O LNUPOBLIX YCTPOMCTBAX, NpuHagnexawmx kK knaccy A, 4vactu 15 [lpasun
®epepanbHon kommceum no ceasm (FCC). 3tu orpaHnyeHus Gbinn paspabotaHbl B Lensix
obecneyveHnss 3awWnTbl OT BPEAHbIX MOMEX, KOTOPble MOryT BO3HMKaTb MPWM WUCMONb30BaHWUA
obopynoBaHUA B KOMMeEPYECKUX Lendx. 3To obopyaoBaHMe MOXET M3fyvaTb, FeHepuMpoBaTb U
ncrnonb3oBaTb 3HEPruio B pagmoyacToTHOM AmanasoHe. Ecnn pgaHHoe obGopydosaHve 6yaet
YCT@HOBMNEHO W/unu 6yaeT MCNoNb30BaTbCA C OTKMIOHEHUSIMW OT HacToswero PykoBoacTea, OHO

MOXeT OKa3blBaTb BpeaHoe BO3OENCTBME Ha Ka4yeCTBO paganoce4a3n, a npn yCtaHOBKE B XKUMon
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30He, BO3MOXHO, — Ha 340poBbe ntogen. B aTom cnyyae Bnageney Gyaet o6s3aH McnpaBnsiTb

nocnencTtena speagHoro BO3OENCTBMS 32 CBOWM CYET.

C4. NpepynpexaeHne CE
OTO yCTPONCTBO MOXET Bbi3blBaTb PagNONOMEXM BO BHELLIHEM OKpY>XeHMU. B aTOM crniyyae

nonb3oBaTesib MOXeT ObITb 06513aH NPUHATL COOTBETCTBYIOLLNE MEPBDI.

C5. Noagepxka
Ons uHopMauMnm OTHOCUTENBHO CepBUCA U NOAOEPXKKW, MOXanyncra, CBSXKUTECb C
cepBucHbIM LeHTpom OOO «HIMIM «beeapay». KoHTakTHble AaHHble Bbl MoXeTe HaWTh Ha cante

http://www.beward.ru/.

Mepen obOpaweHueM B Ccnyxby TExXHWYECKOW NOAOEPXKW, MNOoXKarnywucra, noarotoBbTe
cneayoLyo nHpopmMaumio:

e To4yHoe HammeHoBaHue un IP-agpec Bawero obopygoBaHusi (B cnyyae npuobpeTeHus
IP-o6opynoBaHus), Aata noKynku.

e CoobLieHuns 06 owmnbkax, KOTOpble NOABMASANNCE C MOMEHTa BO3HUKHOBEHUSI NPOBneMbI.

e Bepcua npowwvBkM n 4yepe3 kakoe obopygoBaHue paboTano YCTPOMCTBO, Koraa
BO3HWMKMNa npobnema.

e [lponsBegeHHble Bamu gencteusa (No waram), npegnpuHaTble Ans CaMOCTOSATENbHOro
peLlueHnst npobnemsl.

e CKpUMHLIOTbLI HACTPOEK U NapaMeTpbl MOAKITHYEHMS.

Uem nonHee O6ygeT npeactaeBneHHas Bawmu uvHdopmaums, Tem ObicTpee Hawm

crneumanucTbl cMoryT noMoyb Bam pelwnts npobnemy.
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MpunoxeHune D. CoBmectumoe PoE o6opyaoBaHue
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ol zZz|l z| Z| 2| o| 0| | 0| M| O oM m| | 0| M| 0| | 0| AO| O M| o
B2 D-Link DWL-P200 + + + + + + + + + + + + + + + + + + + + + + +
V4 TP-Link TL-SF1008P - - + + + + + + + + + + + + + + + + + + + + +
V2.5 TP-Link TL-SG3424P - - + + + + + + + + + + + + + + + + + + + + +
Vv3/ .
2148895002278 TP-Link TL-POE150S + + + + + + + + + + + aF + + + + + + + + + + +
AF00453500979 Planet POE-173 + + + + + + + iz + + + + + + + + + + + + + + +
v2/
AF00094100032 Planet POE-2400 + + + + + + U + 4 A + 4 + + + + + + + + + + +
Vv3/
A310114400490 Planet FSD-804P + + + + + + + + + + + aF + + + + + + + + + + +
A310124200070 Planet FSD-804PS + + - + + i s + s + + iz + + + + + + + + + + +
V2 Planet FNSW-1608PS + |+ + + + |+ S I I I N A + +
Planet FGSW-
A920431700088 2612PVM + + + + 4 ar + + + + + 4 + + + + + + + + + + +
Planet FGSW-
A920424400021 2620PVM + + + + + + + + + + + + + + + + + + + + + + +
N13196541103443 Beward PD9501G - - - - - + + + + + + + | + + + + + + + - - + +
2415000211 Beward STL-11XP + + + + + + + + + + + + + + + + + + + + + + +
1500100213 Beward STL-11HP + + + + + + + + + + + + + + + + + + + + + + +
1500100066 Beward STL-01P + + 4 4 + + + + + + + 4 + + + + + + + + + + +
1400102594 Beward ST-8HP + + + + + + + + + + + + + + + + + + + + + + +
1100103439 Beward ST-5HP4 + + + + + + + + + + + + + + + + + + + + + + +
1400101877 Beward ST-810HP + + + + + + + + + + + + + + + + + + + + + + +
1500100027 Beward STP-811HP + A + hs + + + + + + + + + + + + + + + + + + +
1400100675 Beward STW-1622HP + + + + + + + + + + + + + + + + + + + + + + +
1400100200 Beward STW-02404HP | + + + + + + + + + + + + + + + + + + + + + + +
Beward STW-
1400100141 02404HPE + + + + + + + + + + + + + + + + + + + + + + +
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Mpunoxenue E. MMoccapun

3GP — mynbTuMeannHbIi KOHTENHep, onpeaensdemblin NapTHEpckMM [NpoekTom TpeTbero
nokonenus (Third Generation Partnership Project (3GPP) ons mynbtumeannHbelx ciyx6 3G UMTS.
MHorve coBpemMeHHble MOBUIbHbIE TeneOoHbl UMET (PYHKUMM 3anucu 1M NpocMoTpa ayaumo u

Bugeo B popmate 3GP.

ActiveX — 370 cTaHgapT, KOTOpbIM paspellaeT KOMMOHEeHTaM MporpamMmMHoOro obecneveHuns
B3aMMOAENCTBOBATb B CETEBOW Cpede He3aBMCUMO OT 4A3blka(-0B), UCMONb3yemMoro Ans ux
co3faHus. Beb-Opaysepbl MOryT ynpaenidTb anemeHTamu ynparieHust ActiveX, gokymMeHTamm
ActiveX wn cueHapusmmn ActiveX. OnemeHTbl ynpasBneHusa ActiveX u4acTo 3arpyxawTcs WU
WHCTanNNupyTCa aBTOMaTUYeCKn, Kak 3anpawuvsaembl. Cama no cebe gaHHas TexHonorus He
ABNSAETCH KpoccnnaTtopMeHHOM 1 noaaepXxmBaeTcsa B NOSIHOM o6beme Tonbko B cpeae Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummeTrpuyHaa uudpoBas
aboHeHTCKasA NWHUA) — MOAEMHas TEXHONOorus, npeBpalalollasl aHanoroBble CuUrHanbl,
nepefaBaemMble MNOCPEACTBOM CTaH4APTHOM TeNegOHHON NHWUK, B LMAPOBbIE CUrHanbl (nakeTbl

Ll,aHHbIX), no3BOJNIAA BO BpeMA paGOTbI COBeEpPLUAaTb 3BOHKW.

Angle / Yron o63opa — 3T0 yros, KOTOpbI 00pa3yroT ny4yn, CoeguHALLME 3a4HI0K TOYKY
ob0beKkTMBa 1 guaroHanb Kagpa. Yron 3peHus nokasbiBaeT CbeEMOYHOE pacCTOsiHME U Yalle BCero
BblpaxaeTca B rpagycax. OOblMHO Yyron 3peHuMs WU3MepsieTcs Ha nuH3e, (OKYC KOTOpOou
yCTaHoBreH B 6eCKOHeYHOCTb. B 3aBMCMMOCTM OT yrna 3peHus, o6bekTuBbl AENST Ha Tpu Tuna:
LUMPOKOYrOfbHble, HOPMaribHble N ANUHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06BbEKTMBAX, KOTOpbIe
Yyale BCero Mcnonb3ylTcsa A4S NaHOpaMHOro HabnaeHus, yron 3peHnsa coctaBnseT 75 rpagycos
n 6onblwe. HopmanbHble 06bEKTUBLI MMEKT yron 3peHna ot 45 o 65 rpagycoB. Yron 3peHus

ANMHHOGOKyCcHOro obbekTuBa coctasnsaeT 30 rpagycos.

ARP (Address Resolution Protocol / [lpotokon onpegeneHua appeca) -—
NCNONb3YIOLWMNCA B KOMMbIOTEPHBLIX CETAX MPOTOKOS HMU3KOrO YPOBHSA, MpefHa3Ha4YyeHHbl Ans
onpegeneHns agpeca KaHanbHOro ypoBHS N0 M3BECTHOMY apecy CeTeBOro ypoBHs. Hanbonbluee
pacnpocTpaHeHne 3TOT NPOTOKON Mnony4un Grnarogapsa noBceMecTHOCTU ceTen IP, noCcTpoeHHbIX
nosepx Ethernet. 3TtoTr npotokon wucnonb3dyetca Ans ceasm IP-agpeca ¢ MAC-agpecom
ycTponcTBa. 1o nokanbHOW ceTu TpaHcnuMpyeTcs 3anpoc gns novcka yana ¢ MAC-agpecowm,

cooTBeTCTBYOWMUM IP-agpecy.

Aspect ratio / ®opmaT aKpaHa — 9TO hopMaTHOE OTHOLLUEHME LUMPUHBI K BbICOTE KaapoB.
O6bwwmn dopmat kagpa, WCMOMb3YEMbIA O TENEBUSMOHHBIX 3KPAHOB M KOMMbIOTEPHbIX
MOHUTOpPOB, cocTaendeT 4:3. TenesugeHne Bbicokon YyeTkoctTn (HDTV) ucnonessyet doopmaT kagpa
16:9.
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Authentication / AyteHTuduKkauma — npoBepka NPUHAANEXHOCTU CyObekTy [ocTtyna

NpeabsBNEHHOr0O MM MAeHTMdUKaTopa; noaTBepxaeHne nognuHHoctn. OamH m3 cnocobos
ayTeHTUMKaLMmM B KOMMbIOTEPHOM CUCTEME COCTOMUT BO BBOAE Ballero Mosfib30BaTenbCKOro
naeHTudumkaTopa, B NPOCTOPEYUN HasbiBaeMoro «rormHom» (logink — perucrpaunoHHoe nms
nonb3oBaTtend) W MNapond — HEeKoW KoHduaeHUManbHOW WHOPMaumMM, 3HaHME KOTOPOW
obecneynBaeT BnageHne onpeaeneHHbIM pecypcoM. NonyymB BBEAEHHbIV NOfb30BaTeNeM JIOrvH
N Naponb, KOMMbIOTEP CPaBHUBAET MX CO 3HaA4YeHMEeM, KOTOpOe XpaHUTCA B chneuuanbHou 6ase

OaHHbIX, U, B Clly4ae coBnageHuns, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Auto Iris I APL (ABTOoperynupyemasa amadparma) — 9T0 aBTOMaTUYECKOE perynnpoBaHme
BENWYUHbI guadparMbl O KOHTPONSA KONMMYecTBa CBeTa, Monajatwollero Ha marpuuy.
CywectByeT OgBa BapuwaHTa aBTomaTudeckon perynupoBku amadparmbl: Direct Drive n Video

Drive.

Biterate / Butpent (CkopocTb nepegavu gaHHbIx) — GykBanbHO, CKOPOCTb NMPOXOXAEHNSA
6uToB MHOPMaunN. BUTpenT NpMHATO Mcnonb3oBaTb MpU M3MepeHUn 3APdEKTUBHON CKOPOCTU
nepegayn uvHoOpmMauun Mo KaHamny, TO eCTb CKOPOCTW nepefadn «nonesHorm WHgopmaumm»

(noMMMO TakoBOM, MO KaHany MOXeT nepeaaBaTbCs CryxebHas MHopMauums).

BLC (Back Light Compensation / KomneHcauusa ¢oHOBOM 3acBeTKU, KOMMEHcauus
3agHero cBeTa). TUNWYHbLIN NpUMEP HEOBXOAMMOCTU MUCMONb30BaHMA: YenoBek Ha hOHEe OKHa.
OnNEeKTPOHHbIV 3aTBOP Kamepbl oTpabaTbiBaeT MHTErpasnbHyto, T.e. 0OLLYy0 OCBELEHHOCTb CLIEHbI,
«BMAMMOW» Kamepon Yepe3 obbekTnB. COOTBETCTBEHHO, Manasa durypa 4yenoBeka Ha 60MnbLIOM
CBEeTMNoOM (poHe OKHa BbINbETCH B UTOre "3acBeTKoW" BCen KapTUHKW. BkritoveHue pyHkuumn «BLC»

MOXET B NOAOBHbIX cny4yasax ncnpaButb pa60Ty AdBTOMAaTUKN KaMepbl.

Bonjour — npoTokon aBTomMaTn4eckoro obHapyxeHusi cepBmcoB (cryx6), ncnonb3yembin B
onepaumoHHon cucteme Mac OS X, HadmHasa ¢ Bepcun 10.2. Cnyx6a Bonjour npegHasHavyaeTcs
ANS MCMONb30BaHNS B JIOKAINbHbIX CETSAX W UCMONb3YeT CBEAEHUS (3anucu) B crnyxbe JOMEHHbIX
nmén (DNS) ana obHapyXeHust Opyrmx KOMMbHOTEPOB, PaBHO KakK M MHbIX CETEBbIX YCTPOWCTB

(Hanpumep, NPMHTEPOB) B BrivXKaNLLEM CETEBOM OKPY>KEHWUN.

CIDR / becknaccoBasi agpecauusa (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meTog IP-agpecaunn, No3BONSAOLWMI TMOKO ynpaBnsTb NPOCTpaHCTBOM IP-agpecoB, He ncnonb3ys
XKECTKME paMKK KraccoBon agpecauun. Kcnonb3oBaHMe 3TOr0 MeToda MNo3BOfdeT 3KOHOMHO
NCNonb3oBaTb OrpaHUYEHHbIN pecypc IP-agpecoB, NOCKOMNbKY BO3MOXHO NMPUMEHEHNE Pa3fMyHbIX

MacoK NMoaceTen K pasnnyHbiM nNoaceTAaM.

CCD / N3C-maTpurua — 370 CBETOYYBCTBUTESNbHbBIA 3NEMEHT, NCNOMNb3YHOLUNCS BO MHOIMX

UMPOBLIX KaMmepax M NpeacTaBnsaloWUin coOBON KPYMHYK WHTErparbHyl0 CXeMy, COCTOSLLY U3
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COTEH ThbICAY 3apAnoB (I'II/IKCGJ'IGIZ), KOTOpble npeo6pa3y+0T CBETOBYIO 3HEPIrnid B IJ1E€KTPOHHbIE

curHanel. Pasmep matpuubl MoxeT coctasnate 1/4", 1/3", 1/2" nnn 2/3".

CGl (EavHbin wnw30BbIM  UHTepdenc) — cneumdukaumsi, onpegensioLlas
B3anmopencTene web-cepsepa ¢ gpyrumm CGl-nporpammamu. Hanpumep, HTML-cTpaHuua,

cogepawasn dopmy, MoxeT ucnonb3osaTtb CGl-nporpammy ansg o6paboTkmn gaHHbIX OPMbI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbI1
MeTanfIoOKCUAHbIA MNONYNPOBOAHUK) — 3TO LUMPOKO WCMOMb3yeMbld TUM MONYyNpPOBOAHMKA,
KOTOPbIA MUCMNONb3yeT Kak oOTpuUaTenbHyl0, TaK W MNOMOXUTENbHYIO 3NEKTPUYECcKyo Uuenb.
MockonbKy TONbKO OA4HA M3 3TUX TUMOB Lienen MoXeT BbiTb BKIoYeHa B noboe gaHHOe BpeMs, TO
Mukpocxembl KMOIla noTpebnsatoT MeHbLUe 3fIeKTPOSHEPTMK, YeM MUKPOCXEMBbI, UCNONb3yoLme
TONbKO OOMH TWM TpaH3ucTopa. Takke gatyunkm nsobpaxeHus KMOIT B HEKOTOPbIX MUKpOCXeMax
cogepxaTt cxembl 06paboTkM, OAHAKO 3TO MPEUMYLLECTBO HEBO3MOXHO ucnonb3oBatbk ¢ [M3C-

OaT4ynkamun, KoOTopble ABNAKTCA TakkKe bonee OopormMuy B npon3BoacTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npumeHsemasa Ans
Ha3Ha4YeHWs1 NOCTOSIHHOMO AOMEHHOIO UMEHM YCTPOMUCTBY (KOMMBIOTEPY, CETEBOMY HAKOMUTEMIO) C
AnHamnyeckum IP-agpecom. 31o mMoxeT 6biThb IP-agpec, nonyyernHbin no DHCP vnn no IPCP B
PPP-coeanHeHnsax (Hanpumep, npyv yganéHHoM [JocTyne 4epe3 mogem). [pyrne mawwuHbl B

MHTepHeTe MOryT yCTaHaBnnBaTb coegunHeHne C 3TOM MaLUMHOM MO AOOMEHHOMY UMEHWN.

DHCP (Dynamic Host Configuration Protocol / T[lpotokon AuHamMunyeckown
KOHcUrypaumm y3sna) — 3T0 CeTeBOW NPOTOKOS, MO3BOMSIOWINA KOMMbOTEPaAM aBTOMaTUYECKU
nonyyatb IP-agpec v gpyrume napametpbl, Heobxoaumble onsa pabotel B cetn TCP/IP. daHHbIN
NPoOTOKON paboTaeT Mo MoLenun «KNueHT-cepBep». [ns aBTOMaTMyeckonW KoHdurypaumm
KOMMbIOTEP-KNNEHT Ha 3Tane KoHdurypauum ceTeBoro YycTponcTBa obpaiwjaetca K Tak

Ha3blBaemomy cepsepy DHCP 1 nonyyaeT OT Hero HyXHble napameTpbl.

DHCP-cepBep — 9TO nporpamma, KoTopas HasHavaeT knueHtam IP-agpeca BHyTpu
3aflaHHOro AuanasoHa Ha onpeferneHHbld rnepuod BpemeHW. [aHHyto yHKUMIO noadepKusatoT

NpakTU4YeCckn BCe COBPEMEHHbIE MapLLpPYTU3aTOpbI.

Digital Zoom / LinchpoBoe yBennyeHune — 370 yBenuyeHne pasmepa kagpa He 3a cuyeT
ONTUKK, @ C NOMOLLbIO KaappOBaHWS MOMYy4YEHHOrO C MaTpuLbl n3obpaxeHns. Kamepa Huyero He
yBENMYMBAET, a TOMbKO Bblpe3aeT HYXHYH 4YacTb Wu300paxeHuss u pacTarmBaeTr ee Ao

nepBOHaYanbHOro paspeLleHus.

Domain Server / CepBep AOMEHHbIX UMEH — TaKkKke AOMEHbI MOTyT BbITb UCMOMb30BaHbI
opraHuMsaumsiMn, KoTopble XOTSAT LIEHTPanu3oBaHHO YMpaensaTb CBOMMM KOMMbkOTEpaMKU (Ha
KOTOpbIX YCTaHOBMeHbl onepaumoHHble cuctembl Windows). Kaxabii nonb3oBaTenb B pamMkax

AOOMeHa nonydaeT Y4eTHyr 3anuncCb, KOTOpas 06bIYHO paspelwlaet 3apernctpupoBatbCAa "
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ncrnonb3oBaTb tobon KOMMNbOTEP B OOMEHE, XOTA OAHOBPEMEHHO Ha KOMMNbKTep MOryTt ObITb

HaloXXeHbl orpaHn4eHuA. CepBepOM OOMEHHbIX MMEH ABnAeTCA cepsep, KOTOprVI

ayTeHTVId)I/ILI,MpyeT nonb3oBaTeneun B ceTu.

Ethernet — nakeTHasi TexHonorusi nepegadvn AaHHbIX MPEVMYLLECTBEHHO B JTOKalbHbIX
KOMMbloTepHbIX ceTsx. CrtanpapTel Ethernet onpegensioT npoBogHble coeauHeHust U
3MeKTpUYeckme curHanbl Ha uandeckoMm ypoBHe, hopmaT kagpoB W MPOTOKOSbI yrpaBneHus

OOCTYMNOM K cpefie — Ha kaHarnbHoM ypoBHe mogenu OSI.

Factory default settings / 3aBoackne yctaHOBKM MO YMOJIYaHUIO — 3TO YCTaHOBKW,
KOTOpbl€ M3Ha4anbHO UCMONb30BaHbl AN YCTPONCTBA, KOrga OHO OTIPYXKaeTCsi C 3aBOAa B NepBbIf
pa3. Ecnu BO3HMKHET HEOGXOOUMOCTb NepeyCcTaHOBUTbL YCTPOMCTBO A0 €ro 3aBOACKMX YCTaHOBOK
MO YMOSYaHuIo, TO 3Ta (PYHKUMSA NpUMEHMMa Ansi GONbLUMHCTBA YCTPOWCTB, M OHA MOJSTHOCTbLIO

nepeycraHasnnBaeT niobble YCTaHOBKW, KOTOpPbIE ObIN N3MEHEHbBI MOSb30BaTENEM.

Firewall / Bpanamayap — 6paHgmayap (MexceTeBor akpaH) paboTaeT Kak 6apbep Mexay
ceTaAMM, Hanpumep, Mexay nokanbHou ceTblo U WHTepHeToM. BpaHamayap rapaHTupyeT, 4To
TONbKO 3aperncTpmpoBaHHbLIM Nonb3oBaTensMm OyaeT paspelueH OOCTyn U3 OOHOW CeTu B APYryio
ceTb. bpaHamayapom MoxeT 6bITb NporpamMMHoe obecneveHve, paboTatoliee Ha KOMMblOTEpPE,

nnn 6paH,1:|,M3y3p0M MOXET ObITb aBTOHOMHOE anrnapartHoe yCTpOIZCTBO.

Focal length / ®okycHoe paccTtosiHue — wusmepsiemMoe B MuUANUMeTpax ¢OKyCHoe
paccTosiHne 06beKTMBA Kamepbl, onpeaensioLlee WMPUHY ropu3oHTanbHOM 30Hbl 0630pa, KoTopoe
B CBOI ovepedb uamepsdeTcsa B rpagycax. Onpenensercda Kak pacCtogHne OT nepeaHen rnaBHom
TOYKM OO0 nepegHero dokyca (ans nepegHero OKyCHOrO pacCTOsiHMA) M Kak paccTosiHue OT
3aHewn rmaBHON TOYKM 00 3adHero dhokyca (aAngd 3agHero ookyCcHoro pacctosanus). MNpu atom, noa
rMaBHbIMM TOYKaMW MOAPa3yMEBAKTCA TOYKM MepecedeHns nepegHen (3agHen) rraBHOM

MITOCKOCTU C ONTUYECKON OChbIO.

Fps / KagpoBas 4yacToTta — KONM4YeCTBO KagpoB, KOTOpoe BuaeocucteMa (KOMMbloTepHast

urpa, Tenesusop, DVD-nneep, Bugeodarn) BblAa€T B CEKYHAY.

Frame / Kagp — kagpom sBnsieTcs NonHoe BuaeousobpaxeHune. B dopmate 2:1
YyepeccTpoyHOn passBépTkM uHTepderica RS-170 m B  cdopmatax MexgyHapogHoro
KOHCYNbTaTMBHOrO KOMMTETA NO pPagvoBELLaHMI0 Kaap co3gaeTcs M3 ABYX OoTAeNbHbIX obnacten
NNHWIA YepecCTPOYHON pasBepTkn 262.5 nnm 312.5 Ha yactoTte 60 vnmn 50 My ans Toro, 4ToObLI
copmMupoBaTh MOSHbIA Kagp, KOTOpbIN 0ToBpa3uTca Ha akpaHe Ha ydactote 30 wnm 25 Tu. B
BMgeokamepax C MNPOrpecCMBHOM pPasBEPTKOM KaXObl Kagp CKaHMPYeTCA MOCTPOYHO U He

SBMISIETCS YepPEeCCTPOUHbIM; BOMNBbLUMHCTBO M3 HUX oToBpaxaeTcsa Ha YacTtote 30 n 25 .

FTP (File Transfer Protocol / lpotokon nepepayn cannoB) — I3TO NPOTOKON

NPUITOXXEHWS, KOTOPbIN Mcnonb3yeT Habop npoTtokonos TCP / IP. OH ucnonb3yeTcs, 4ToObI
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obmeHuBaeTca parvnamum Mexagy KomnbtoTepamu/yctponctBamm B cetTn. FTP  nossonsier

nogkntoYaTbes K cepepam FTP, npocmaTprBaTh coAepXnMoe KaTanoroB v 3arpyxatb dpainbl ¢
cepBepa unu Ha cepsep. Mpotokon FTP oTHOCUTCA K MpOTOKONam MpUKNagHoro YpoBHS U Ons
nepefayv AaHHbIX UCNONb3yeT TpaHCMNOPTHLIN nNpoTokon TCP. KomaHabl 1 AaHHble, B OTNMYME OT
GonblUMHCTBA APYrMX MPOTOKONOB nepeaarTcsl No pasHbiM noptam. MopT 20, oTKpbIBaeMbIN Ha
CTOpPOHEe cepBepa, UCMOoNb3yeTcs ANs nepedayn AaHHbiX, NopT 21 - ans nepegayn komaxa. Mopt

ana npunemMa gaHHbIX KInMMeHToOM onpenendaeTcd B Ananore corriacoBaHuA.

Full-duplex / MNMonHbIM Aynnekc — MNOMHbLIN Aynnekc npencraBnaeT cobow nepepady
AaHHbIX OJHOBPEMEHHO B ABYX HanpaeneHusx. B cucteme 3ByKOBOCMPOU3BEOEHMS 3TO MOXHO
onucatb, Hanpumep, TenedoHHbIMM cucteMamu. Takke nonygyniiekcHas cBsidb obecneumBaeT

OBYXCTOPOHHIOK CBA3b, HO TOJIbKO B OAHOM HanpaslieHNX 3a O4WH pas.

G.711 — crangapT gns npeacraeneHnsa 8-outHon komnpeccun PCM (MKM) curHana c
yactoton auckpetmsauum 8000 kagpos/cekyHoy u 8 oGut/kagp. Takmm obGpasom, G.711 kogek

co37aéT noTok 64 Kout/c.

Gain / KoachcdmumeHT ycuneHmsa — KoOapULNEHTOM YCUNEHUS SABMSETCSA KOIPPUUNEHT
YCUMEHNS W OKCTEHTa, B KOTOPOM aHanoroBbld YCUNUTEMb YCUNUBaeT Cuny curHana.
KoadbpmumeHTbl yennenuns obbl4HO BbipaXKatoTcsa B eanHmuax mowHoctu. deunben (ab) sBnsetca

Hanbonee yI'IOTpe6VITeJ'IbeIM crnocobom ans n3mepeHnda ycuneHua ycunmtens.

Gateway / MexceTeBOM L3 — MEXCETEBbIM LUMIO30OM SBMSIETCA CeTb, KOTopas
OENCTBYET B KayecTBe TOYKM BXoda B Apyryto ceTb. Hanpumep, B KoprnopaTuBHOW CETU, CepBep
KOMNbloTEpPa, AENCTBYHIOLUNA B KA4eCTBE MEXCETEBOro LUS03a, 3a4acTylo Takke OeNCTByeT U B
KayecTBe MPOKCU-CcepBepa U cepBepa CeTeBOM 3allmTbl. MexceTeBOM LN03 YacTo CBA3aH Kak C
MapLUPyTU3aTOPOM, KOTOPbIA pacrno3HaeT, Kyaa HanpaensATb NaKeT AaHHbIX, KOTOPbLIA NPUXOANUT B
MEXCETEBOW LUMO3, TaK U KOMMYTaTOPOM, KOTOPbIN MPeaoCTaBNseT UCTUHHBLIA MapLupyT B U U3

MeXXCeTeBOoro wn3a and AgaHHOoro nakeTa.

H.264 — 370 MexayHapoaHbI CTaHO4apT KOAMPOBaHWUS ayauo M BUAeo, (Apyroe Ha3BaHue
'MPEG-4 part 10' unu AVC (Advanced Video Coding)). [laHHbI CTaHAapT COAEPXKUT psii HOBbIX
BO3MOXHOCTEN, MO3BOMSAKLINX 3HAYUTENBbHO MOBLICUTL 3MPEKTUBHOCTL CKaTUsi BMOEO MO
cpaBHeHuto ¢ 6onee paHHumn ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
GonbLuyo rMBKOCTE NPMMEHEHNA B pa3HoobpasHbIx ceTeBbix cpeaax. cnonb3yeTcsa B LnMgpoBom

TenesnaeHun BbiCokoro paspewerus (HDTV) n Bo MHOrux gpyrmx obnacrsax umgpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / MpoTokon nepeaayn runeprekcra) — 310 Habop
npasun no obmeHy cannamu (TEKCTOBbIMW, rpaduyeckumu, 3BYKOBbIMW, BUAEO- U APYrMMU

MynbTumMeama cavnammn) B cetu. lNpoTtokon HTTP sBnseTca npoTOKONOM BbICLLErO YPOBHSA B
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cemenictee npoTokonos TCP/IP. B gaHHOM npoTokone nobon nakeT nepegaetca OO NONyyYeHus

noareepXxgeHma o ero npasuiibHOM npneme.

HTTPS (Hypertext Transfer Protocol Secure / 3awuMwWéHHbLIA NPOTOKOSN nepepavm
runepTekcTa) — pacwumpeHue npotokona HTTP, nogaoepxusatowee wudgpoBaHue. [daHHble,
nepegaBaembie no npotokony HTTP, «ynakoBbiBaloTCA» B KpunTtorpaduyeckmii npotokon SSL
unu TLS, Tem cambiM obecnevnBaeTcs 3almTta 3Tux gaHHblx. B otnunumne ot HTTP, anga HTTPS no

ymon4aHuio ncnonosyetca TCP-nopt 443.

Hub / CeTeBOI KOHUEHTPATOP - CETEBON KOHLEHTPATOP MCMONb3yeTcs AN NoAKNHYEHNS
MHOrOYMCMNEHHbIX YCTPONCTB K ceTn. CeTeBON KOHLEHTPATOP NnepeaaeT Bce AaHHble B YCTPOWCTBA,
MOAKIIOYEHHbIE K HEMY, TOr4a Kak KOMMYTaTop TONbKO nepegaeT AaHHble B YCTPOMCTBO, KOTOPOe

cneumanbHO NpeaHa3Ha4YeHo Ans Hero.

ICMP (Internet Control Message Protocol / MexceTteBon NMpOTOKON ynpaBnsiOLWMX
coobuweHun) — ceTeBor MpPOTOKON, BXoaswmn B ctek npotokonioB TCP/IP. B ocHoBHoM ICMP
ncnonb3yetcs Ans nepegaydn coobuieHnin o6 owmbkax u APYrux UCKNHOYUTENbHbBIX CUTyauusx,
BO3HUMKLLMX MpU Nepeaaye AaHHbIX, Hanpumep, 3anpalmnBaemMas ycnyra HegocTynHa unmn XocT unum

MapLIpyTU3aTop He OTBEeYaloT.

IEEE 802.11 / CtaHpapt IEEE 802.11 — 370 ceMeNcTBO cTaHOapToB ANsi 0eCnpoBOAHbIX
nokaneHblx ceten. CtaHgapt 802.11 nogoepxuBaeT nepedadvy AaHHbIX Ha ckopoctn 1 unn 2
M6uT/cek Ha nonoce 2.4 [Tu. CraHgapt xe 802.11b 3agaeT ckopocTb nepedadn AaHHbIX 11
M6uT/cek Ha nonoce 2.4 [Ty, B To BpeMs kak ctaHaapT 802.11a no3BonseT 3agaTth CKOPOCTb A0

54 MowuT/cek. Ha nonoce 5 L.

Interlaced video / YepeccTpouyHasa pa3BepTka — 3TO BMAEO3anuCb CO CKOpPOCTbio 50
n306paxkeHnn (Ha3biBaeMbIX MOMAMN) B CEKYHAY, U3 KOTOPbIX KaxKable 2 NocrneaoBaTenbHbIX Nons
(nonykagpa) 3atem obbeauHsitoTcs B 1 kagp. YepeccTtpoyHas pasBepTtka 6Gbina paspabotaHa
MHOrO feT Ha3aj Ans aHanoroBoro TeneBuaeHUs U 40 CUX Mop LWMPOKO npumeHsieTcs. OHa aaet
Xopowmne pesynbTaTbl NPU NPOCMOTPE ABWXKEHWS B CTaHOAPTHOM M300paXkeHun, XOoTs Bcerga

CYLLECTBYET HEKOTOPOE UCKaXEHWNE N30BpaKeHUs.

Internet Explorer (IE) — cepus 6pay3epoB, pa3pabatbiBaemas kopnopaunen Microsoft ¢
1995 roga. BxoguT B KOMNNEKT onepauunoHHbIx cuctem cemernctea Windows. AensieTcs Hambonee

LUMPOKO Mcnonb3yemMbiM Be6-6pay3epom.

IP 66 (Ingress Protection) — 310 cTaHAapT 3awWwmTbl 060pPYA0BaHUSA, KOTOPbLIA ONUCbIBAET
nbine- W BRaro- 3awuTty kamepbl BugeoHabnwogeHus. lMNepeas umdpa obo3HavaeT ypoOBEHb
3aWmMThl OT NonagaHna TBEpPAbIX YacTuy (Hanpumep, umdpa 6 o6o3Ha4YaeT NOSTHOE UCKIKYEHMNE

nonagaHua nbinu). Btopas umdpa obGo3HayaeT ypoBeHb 3alMTbl OT MonafaHWus >KUAKOCTEW
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(Hanpumep, uncpa 6 obosHayaeT 6e3ynpedHyto paboTy kamepbl NPy BO3AENCTBMM MaCCUBHbIX

BOOAHbLIX MOTOKOB BOAbI Ui BPpEMEHHOM O6J'IVIBaHVIVI.)

IP-kamepa — uUMdpoBas BuAeokamepa, OCOOEHHOCTbIO KOTOPOW SIBMSIETCS nepepaya

BMaeonoToka B uncpposoM copmate no cetn Ethernet, ncnoneaytrowen npotokon IP.

JPEG (Joint Photographic Experts Group / CrtaHgapt O6beguHeHHOM rpynnbl
aKcneptoB B obnactu c¢otorpachmn) — oamH M3 NONyNsPHbIX rpadmyeckux opmMaTos,
NPUMEHSIEMbIA A8 XpaHeHus hoTon3obpakeHnn 1 NogobHbIX UM nsobpaxkeHun. MNpu cosgaHmm
n3obpaxeHmsa JPEG nmeeTcs BO3MOXHOCTb HaCTPOMKM UCMOMb3YEMOro koadduumeHTa cxaTusl.
Tak kak npu 6Gonee Hu3koM kKoadppuuneHTe cxatmsa (T.e. CaMOM BbICOKOM KadecTBe)
yBenuumBaetcs obbem dhainna, CcywecTByeT BbIOOp Mexay KayecTBOM M30bpaKeHus n oo6beMom

danna.

Kbit/s (Kilobits per second / Kbut/cek) — 3T0 Mepa namepeHus CKOpOCTU NOTOKa AaHHbIX,

T.e. 3TO CKOPOCTb, Ha KOTOPOW onpeaeneHHoe KONMYecTBO OUTOB NPOXOANAT 3a4aHHY0 TOYKY.

LAN (Local Area Network / JlokanbHasa Bbl4UCnUTENbHAsA CeTb) — KOMMNbIOTEPHAs CETb,
nokpbIBatoLas 00bIYHO OTHOCUTENBHO HEGONbLUYIO TEPPUTOPUIO NN HEOOMbLLYIO TPpynny 34aHWN

(aom, odouc, bmpmy, MHCTUTYT), TO €CTb ONpeaeneHHYI0 reorpaguyeckyto 30Hy.

Lux / Jlrokc — egmHuua n3mMepeHna OCBELLEHHOCTW. Onpep,enﬂeTc;l KakK OoCBeLlEHHOCTb
NOBEpPXHOCTU nnowagbio 1 KB.M. CBETOBbIM MOTOKOM 1 NIOMEH. |/|CI'IOJ'Ib3yeTCFI anda 0003Ha4eHus

YYBCTBUTEJIbHOCTU KaMep.

MAC-appec (Media Access Control address / AnnapaTHbIn agpec YCTPOUCTBA) — 3TO
YHUKanbHbIA NOEHTUUKATOP NPUCOEANHEHHOrO K CETU YCTPOMUCTBA UNK, TOYHEE, ero nHTepdenic

OnAa NOAKNMKYEeHNA K CETI.

Mbit/s (Megabits per second / M6ut/cek) — 3TO Mepa M3MepeHUs CKOPOCTM MOTOKa
AaHHbIX, T.€. 3TO CKOPOCTb, HA KOTOPOM BUTBI MPOXOAAT 3a4aHHY TOYKY. OTOT napameTp 06bIMHO
ncrnonb3yeTcs, YToObl NpeacTaBUTbL «CKOPOCTb» ceTW. JlokanbHas ceTb AofkHa paboTaTb Ha

ckopoctn 10 unu 100 MoéuT/cek.

MJPEG (Motion JPEG) — nokagpOBbli MeTO4 BUOEOCKATUS,, OCHOBHOW OCOOEHHOCTbIO
KOTOpPOro SABMSIETCA CXaTWe Kaxaoro OTAENbHOro kagpa BMAEOMOTOKa C MOMOLLbI anroputma
ckatma wusobpaxenun JPEG. lMpu coxatum metogom MJIPEG wmexkagpoBas pasHuua He

YYUTbIBAETCA.

MPEG-4 — 310 MeXayHapoaHbI CTaH4apT, UCMONb3yeMblin NPenMyLLLECTBEHHO AN CxXaTus
umdgposoro ayano u sugeo. CrtaHgapt MPEG-4 B OCHOBHOM MCMOMb3yeTcs Ans BellaHus
(noTokoBOE BMAEO), 3anUCKM OUNBMOB Ha KOMMAKT-AUCKW, BugeoTenedoHun (BugeotenedoH) u

LLMPOKOBELLaHKA, B KOTOPbIX akKTUBHO NCNONb3yeTCA CKaTue Ll,M(*)pOBbIX BMOEO U 3BYyKa.
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Multicast / FpynnoBasa nepega4a — cneunanbHaa oopma LUMPOKOBELLAHUSA, NPU KOTOPOM

KOMMM MakeToB HanpaenswTCca onpedenéHHoMy MOAMHOXEeCTBY ajpecaTtoB. Hapsgy c
NPUOXEHUSAMW, yCTaHaBMMBAKLWUMKU CBA3b MeXOy WCTOYHMKOM W OOHUM nonyvartenem,
CYLLIECTBYIOT Takue npunoxeHus, rae tpebyetcs, 4Tobbl MCTOYHMK Nocbinan nHpopmMaumo cpasy
rpynne nonyyatenen. [pu TpaguumoHHoW TexHonoruu |P-agpecauun TpebyeTcs Kaxgomy
nony4artento MHpopmauun nocraTb CBOW MakeT OaHHbIX, TO €CTb OAHa WU Ta Xe MHgopmauns
nepegaeTcst MHOro pas. TexHonornsa rpynnoBon agpecaumn npeacraenseT cobon pacwmperne IP-
agpecaumu, No3BONAKLLEEe HanpaBUTb OOHY KOMUIO NakeTa cpasy Bcem nonyyarensm. MHOXecTBO
nony4artenen onpegenseTca NPUHaANEXHOCTbIO KaXXA0ro U3 HUX K KOHKPEeTHOW rpynne. Paccbinky
ANS KOHKPETHOW rpynnbl MOMAY4atoT TOMbKO YNeHbl 3TOW rpymnnbl.

TexHonorusa IP Multicast npegoctaBnseT psag CyLLEeCTBEHHbIX NPEUMYLLECTB MO CPaBHEHUIO
C TPaauUMOHHbIM Noaxodom. Hanpumep, aobasneHne HOBLIX NoNb3oBaTenen He BriedeT 3a cobom
Heobxoaumoe yBenuyeHne npomnyckHOW CroCOBHOCTM ceTu. 3HaYnUTENbHO COKpaLlaeTcs Harpyska
Ha nocbinawwun cepBep, KOTopbii Oonblle He [OOMKEeH noadepXkmBaTb  MHOXECTBO

OBYXCTOPOHHUX COeINHEHUA.

Ana peanusauumn rpynnoBoW agpecauuu B JfOKanbHOW CeTu HeobOXOoauMMbl: MOoAAepKKa
rpynnoson agpecauum ctekom npotokona TCP/IP, nporpammHas nogaepxka npotokona IGMP
ONs OTNpaBKM 3anpoca o NpucoeguHEHUM K rpynne 1 nonyvyeHum rpynnosoro Tpaduvka, nogaepxka
rpynnoBon agpecaumm CETEBOM KapTOW, MPUNOXEHWEe, UCMonb3ylolee rpynnoBylo agpecauuio,
Hanpumep, BMAEOKOHepeHUunsa. TexHomnorua «MynbTUkacT» ucnonbdyet agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxuBaeTcs cratmyeckas U guHamumyeckas agpecauums. [lpumepom
cTatmyeckmx agpecoB senstotca 224.0.0.1 — agpec rpynnbl, BKAovawowen B cebs Bce ysnbl
nokansHom cetn, 224.0.0.2 — Bce MapLUpyTuU3aTopbl fokanbHOW ceTu. [uanasoH agpecos C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH A5 MPOTOKOMOB MapLipyTMsauun u apyrux
HU3KOYPOBHEBbLIX MPOTOKOSIOB  NOJAepXku rpynnoson agpecaumun. OcTtanbHble agpeca
ONHAMWYECKNn  UCMOMb3yKTCA  NpUNoXeHmsmMun. Ha  cerogHAWHWM  OeHb  BOMbLUMHCTBO
MapLLPYTM3aTOPOB NOAAEPXKMBAIOT 3Ty ONuUMIO (B MEHIO 0ObI4HO €CTb onuums, paspelatowas IGMP

MPOTOKOM UM MyJbTUKACT).

NTP (Network Time Protocol / lNpoTokon cuHXpOHU3auuM BpPeMEHU) — CeTEBON
NPOTOKOS AN CUHXPOHU3aLMN BpeEMEHU C ncnorb3oBaHnem ceten. NTP ncnonb3yeTt ona cBoemn

paboTtel npotokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) — ctaHgapt NTSC
SABMSETCH TENEBM3MOHHbLIM 1 BuaeocTaHgaptom B CLUA. Ctangapt NTSC goctaenset 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — oTpacnesow cTaHgapT, OnpeaensoLnin

NPOTOKOIbI B3aMMOOENCTBUS TaKux yCTpOVICTB, KakK |P-KaMepr, BunageoperncTpaTopbl 1 CUCTEMbI
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ynpaeneHna Buaeo. MexayHapodHbli ¢OpyM, CO3[4aBlUMKA  AaHHbIA - cTaHdapT, OCHOBaH

kKomnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy c uenbto

pa3paboTkn U pacnpoCTpPaHeHNs OTKPLITOrO CTaHAapTa AN CUCTEM CETEBOro BUAEOHAbNoAeHUs.

PAL (Phase Alternating Line / TeneBuanoHHbin ctaHgapt PAL) — TeneBU3WOHHbIN
ctaHgapT PAL gaBndetca npeobrnagarolimm TENeBM3MOHHLIM CTaH4ApTOM B cTpaHax EBponsbl.

TeneBunanoHHbIn cTaHgapT PAL goctaenseT 625 cTpok B Kagpe Ha 25 K/Cek.

PoE (Power over Ethernet / NutaHne 4vepe3 Ethernet) — TexHonorus, nossonstoLuas
nepegaBaTb YAanéHHOMY YCTPOWCTBY BMECTE€ C [aHHbIMU SMEKTPUYECKYH) SHEprui 4vepes

CTaHOapTHYO BUTYIO napy B ceTn Ethernet.

Port / TMopT — wnoeHTUPUUUPYEMBIA HOMEPOM CUCTEMHBIA pPECYPC, BbIAENSEMbIN
NPUMOXEHMUIO, BbINONIHAEMOMY Ha HEKOTOPOM CEeTEBOM XOCTe, AN CBA3U C NPUIOXKEHUSIMMU,
BbINOSIHAEMbIMW Ha APYrMX CeTEBbIX XOCTax (B TOM YMCne C APYrMMU NPUMOXKEHUSMM Ha 3TOM Xe
xocTe). B 0Bbl4HOM KNMEHT-CepBEPHON MoAenu npunoxeHne nnubo oxuaaeT BXOASAWMX OAHHbIX
WNn 3anpoca Ha coeavHeHue («cnywaeT nopT»), Mo nocbinaeT AaHHble UNu 3anpoc Ha

coeaMHEHNe Ha N3BECTHbLIN nopT, OTKprTbIIZ npunoXxeHmnem-cepsepom.

PPP (MpoTtokon ABYXTOYEYHOro COeAUHEHUS) — TMPOTOKOS,  MO3BOMNSANOLLNIA
ucnonb3oBaTb MHTEpdENC nocrnedoBaTenbHON nepefayn Ans CBsA3M Mexay ABYMsS CeTeBbIMU

ycTpouncTBamn. Hanpumep, nogkntodeHue MK k cepsepy nocpeactBoOM TeNedOHHON SIMHUK.

PPPoE (Point-to-Point Protocol / lpoTokon coeauHEHUA «TO4YKa - TOYKa») — NPOTOKON
Ons  nogknioyeHusa  nonb3oBaTenen cetn  crtaHgapta  Ethernet k WHTepHety  uepes
LLIMPOKOMOMOCHOE CoeANHEHNE, Takoe kak NinHmua DSL, 6ecnpoBogHOe yCTPOMCTBO MNK KabernbHbIn
mogem. C nomoulbto PPPOE 1 LUMpOKONONOCHOrO Mogema nosib3oBaTeny nokanbHoOM ceTn MoryT
nony4yatb OOCTYNn C WHAMBWAOYarbHOW MPOBEPKOW MNOAMMHHOCTM K BbICOKOCKOPOCTHLIM CEeTAM
AaHHbiX. O6beauHas Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE
obecneunBaeT aPEKTMBHBIN CNOCO6 CO3AaHMA OTAENbHbBIX COEANHEHWI C yAanNeHHbIM CepBEPOM

Ona KaXXgoro nosib3oBaTersid.

Progressive scan / lporpeccuBHoe CKaHMpPOBaHME — 3TO TEXHOMOrMA NpeacTaBneHus
KagpoB B BuaeoHabnogeHuu, nNpy KOTOPOW Kaxadbl Kagp BOCNPOM3BOAUTCSA MO OOHOW NVHMMK B
nopsigke WX pasMeLleHns Kaxayl LWecTHaguaTylo [OMn  cekyHabl. To ecTb CcHadana
nokasblBaeTcs nuHuA 1, 3atem 2, 3atem 3 1 Tak ganee. Takum obpa3om, n3obpaxxkeHne He BbeTcs
Ha oTAenbHble nonykagpbl. B aToM cnydae nonHOCTbIO mcuye3aeT ahdekT mepuaHusi, No3ToMy

Ka4eCTBO OTCHATOro BMAeo nony4vyaetca ©onee BbLICOKNM.

RJ45 — yHMUUMPOBAHHbLIA pasbéM, UCMOMNb3YyeMbld B TeNEeKOMMYHMKauuax, umeet 8

KoHTakToB. Mcnonbayetcs ansa cosgadus JIBC ¢ ncnonb3oBaHnem 4-napHeix kabenen BUTom napbl.
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Router / MapwpyTtnsatop — 3TO YCTPOWCTBO, KOTOPOE onpedensieT TOuKy OGrnvkanwen

CeTW, B KOTOPYI MaKeT AaHHbIX AOMKEH OblTb HanpaBneH Kak B CBOW OKOHYaTENbHbIA MYyHKT
HasHadeHns. MaplpyTmu3aTtop co3gaeT uW/wnuM  noAaaepXkuBaeT — crnieuuwanbHyto  Tabnuuy
MapLUpyTU3aLUmm, KoTopasi CoXpaHsieT MHOopMaLMio, Kak TOMbKO OHa AOCTUraeT onpeneneHHbIX
MYHKTOB HasHayeHusl. WMHorga MaplupyTM3atop BKMAOYEH B KadecTBe 4YacTU CeTeBOro

KoMMyTaTopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIN MPOTOKON B pPEXMUMe pearibHOro
BpeMeHU) — 3TO npoTokon IP ons nepefayn gaHHbIX (Hanpumep, ayavo unu BUAEO) B pexuMme
peanbHoro BpemeHu. MNMpotokon RTP nepeHocuT B CBOEM 3arofioBke AaHHble, HeObXoanmble ONis
BOCCTAHOBIIEHMSI TOfloCa UNU BUOEOM300pakeHns B NPUEMHOM y3fe, a Takke OaHHble O Tune
koguposanunda nHgopmauumn (JPEG, MPEG u 1. n.). B 3aronoBke gaHHOro npoToKosa, B YaCTHOCTMH,
nepegarTcsl BpEMEHHas MeTKa U HOMEP NakeTa. AT napameTpbl MO3BONSAIOT NPU MUHUMATbHbIX
3agepXkax onpedenutb MNOPsSAOK WU MOMEHT OEKOAMPOBaHMSI KaXgoro mMaketa, a Takke
WMHTEpPNoONMpoBaTb MOTEpPsiHHbIE MakeTbl. B KayecTBe Hmkenexallero npoTokona TPaHCMOPTHOro

YPOBHS, KaK npasuno, ncnonbayetcs npotokosn UDP.

RTSP (Real Time Streaming Protocol / lMpoTokon nepepsayn NOTOKOB B pexume
peanbHOro BpeMeHU) — 3TO NPOTOKON YNPaBreHUs, KOTOPbIN CAY>KUT OCHOBOM ANS cornacoBaHus
TPaHCMNOPTHbLIX NPOTOKONOB, Takmx kak RTP, MHoroagpecHon nnu ogHoagpecHon nepegayn u ans
cornacoBaHus ncnonb3yembix kKogekoB. RTSP MOXHO paccMmatpmBaTh Kak MynbT AUCTAHLMOHHOMO
ynpaBneHnsa notokamu AaHHbIX, NpegocTaBnsgemMbiMmM cepBepoMm Mmynbtumenuna. Cepsepbl RTSP
06bl4HO wucnonb3yloT RTP B KkayectBe cTaHAapTHOrO MpOTOKONa Ana nepefadm ayguo- U

BUOEOOaHHbIX.

SD (Secure Digital Memory Card/ kapta namatm TMna SD) — dopmaT kapTbl naLl-
namsaTn, paspaboTaHHbLIA ONS UCMONb30BaHUA B OCHOBHOM B MOPTATUBHbLIX YCTpoWcTBax. Ha
CEroAHSAWHUA [OeHb LIMPOKO WCMOMb3yeTcss B  UUMPOBbLIX YCTPOWUCTBAX, Hanpumep: B
oToannapatax, MoOUNbHbIX TenedoHax, KIK, kommyHuMkaTopax wn cmapTdoHax, GPS-

HaBuUratTopax, Bugeokamepax n B HEKOTOPbIX UTPOBbIX NMPUCTaBKax.

Shutter / OnNeKTPOHHbIM 3aTBOP — 3TO 9MNEMEHT MaTpuubl, KOTOPbLIA MO3BONSET
perynupoBaTb BpPEMS HaKOMIEHWs JIeKTpUYecKkoro 3apsiga. OTa [fgeTanb OTBevyaeT 3a
ANUTENbHOCTb BbIAEPXKKM M KONMYECTBO CBETA, MOMNABLUEro Ha Matpuuy nepes hopM1MpoBaHMEM

n3obpaxeHus.

SMTP (Simple Mail Transfer Protocol / NpocTon npoTokon nepegayn MNoOYTbl) —
npotokon SMTP wucnonb3yetcs ANa OTCbUIKA W NOMyYeHUs1 SMNEKTPOHHOW noyTbl. OgHako
MOCKOSIbKY OH SIBMSIETCH «NPOCTbIM» MO CBOEN CTPYKTYpPE, TO OH OrpaHUYeH B CBOEN BO3MOXHOCTU
Nno BMECTMMOCTU COOOLUEHU Ha Mnorny4arowem KoHUe, U OH 0Bbl4HO MCMOoMnb3yeTcs C OOHUM U3

AOBYX OpYyrnx npoTOKOJ10B, POP3 unu MNPOTOKOJIOM UHTEPAKTUBHOIO A0CTyMNa K GJ'IeKTpOHHOIZ noyrte

PykoBoacTBO no noaksntoyeHuto IP-kamepbl B4230 m



IMocTraBuuk cucrem 6e3onacHocty TELECAMERA.RU

Be\.UARD Ipunosxcenus

(I'IpOTOKOJ'I |MAP) ChyY NPOTOKOJIbl NO3BOJIAIOT NOJIb30OBATESTHO COXPaAHATb COO6LL|,€HVIF| B NMOYTOBOM

ALWUKE cepBepa 1 nepnoanveckn 3arpyxatb nx U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / lpoTokon 3awuLieHHbIX
cokeToB / lpoToKkon TPaHCMOPTHOro YPOBHA) — 3TN ABa nNpoTokona (npotokon SSL asngaeTtca
npueMHuKkom npotokona TSL) gaBnsawTca  Kpuntorpaduyeckumn npoToKoNnamu, KOoTopble
obecneunBatoT 6e3onacHyto cBA3b B ceTu. B BGonblunHcTBE cnyyaerB npoTokon SSL ucnonb3yetcs
yepes npotokonn HTTP, 4ToGbl chopmmpoBaTb NPOTOKON 3aLMLLEHHON Mepedayvn runeprekcra
(npotokon HTTPS) B kayecTBe MCMNOMb30BaHHOIO, Hanpumep, B NHTepHeTe AN OCyLLeCcTBeHNs
(OMHAHCOBLIX TpaH3akuuin B 3nekTpoHHoM Buge. [lpotokon SSL wmcnonb3yeT cepTudukaTtbl

OTKPbLITOro KpUNTOrpadnyeckoro Krtoya, YTobbl NOATBEPXKAATL OAEHTUYHOCTL CEpPBEpa.

Subnet mask / Macka noacetn — GuTOoBasd Macka, onpepenswowasl, kakaa 4yactb |P-
agpeca y3na ceTu OTHOCUTCA K adpecy CeTu, a Kakash — K afgpecy Camoro yana B 3TOW CETW.
Hanpumep, y3en c IP-agpecom 192.168.0.99 n mackon nogcetn 255.255.255.0 HaxoauTcs B ceTu
192.168.0.0.

Switch / KommyTatop — KOMMYyTaToOpoM S$IBRSIETCS CETeBOE YCTPOMCTBO, KOTOpoe
CcoefVHSAEeT CErMeHTbl CETU BMECTE N KOTOPOE BblGMpaeT MapLupyT AN Nepecbisikn yCTPONCTBOM
AaHHbIX K ero 6nwkanwemy nonyyatento. OBbIMHO KOMMyTaTOp siBNsieTca 6onee npocTbiM m
Gonee ObICTPbIM MEXaAHU3MOM, YEM CETEBOW MapLUpyTM3aTop. HekoTopble KOMMYTaTOpbl UMEOT

yHKUMIO MapLUpyTM3aTopa.

TCP (Transmission Control Protocol / llpoTokon ynpaBneHus nepepayen) — ogmH 13
OCHOBHbIX CeTeBbIX MPOTOKONOB WHTepHeTa, npefHasHayYeHHbIn ONs ynpaBneHus nepegaden
OaHHbIX B ceTax u nogcetsx TCP/IP. TCP - 3aTo TpaHCNOPTHLIN MeXaHu3M, NpeaoCcTaBMsoLwmm
NOTOK AaHHbIX C NpeABapuUTenbHOM YCTaHOBKOW COeAMHEHWS, 3a CHET 3TOro AaloLmi YyBEPEHHOCTb
B AOCTOBEPHOCTU MNOJSlydaeMblX AaHHbIX, OCYLLEeCTBNSAET MOBTOPHbIA 3anpoC AaHHbIX B Cry4vae
noTepu AaHHbIX U yCTpaHseT AybnupoBaHue npu noryvyeHun ABYX KOMMW OOHOro nakerta (CMm.
Takke T/TCP).

TTL (Time to live) — npeaenbHbI Nepnog BpEMEHU UMM YMCNO UTEpPaALMA UM NEPEXOO0B,
3a KOTOpbIN Habop AaHHbIX (NaKeT) MOXeT CylleCcTBOBaTb 4O CBOEr0 MCYE3HOBEHUHA. 3HayeHue
TTL mMOXeT paccmMaTpmBaTbCA Kak BEPXHAS rpaHULa BPEMEHU CylLecTBOBaHMSA IP-gentarpammel B
cetu. MNone TTL ycTtaHaBnveaeTcs oTnpaBuTenemMm gentarpammbl U YMEHbLUIAETCH KaXabiM Y3ITIOM
(Hanpumep, MapLpyTU3aTopoM) Ha MNyTU €ro CrnegoBaHWsl, B COOTBETCTBMM CO BPEMEHEM
npebbiBaHUs B [OaHHOM YCTPOWCTBE WMAWM COrfacHo npoTtokony obpaboTtkn. Ecnv none TTL
CTAHOBUTCSI paBHbIM HYyMO A0 TOro, kKak AgevTtarpamma npubyaeTt B MyHKT Has3Ha4yeHusi, TO Takas
agentarpamma otbpacbiBaetca u  oTtnpasutento oTtcebinaetca ICMP-naket ¢ kogom 11 —

((npeBbILIJeHI/Ie BpEeMEHHOro nHTepBana».
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UDP (User Datagram Protocol / lNpotokon pentarpamm nonb3oBaTens)) — 3TO

npoTtokon obMeHa [aHHbIMA C  OrpaHWYEeHWsIMA  Ha MepecbllaemMble  AaHHble MO  CeTw,
ucnoneaytowen npotokon IP. TNpotokon UDP gaBnsetcsa anbTepHaTuBon npotokony TCP.
Mpeumywectso npotokona UDP coctouT B TOM, 4TO ANA Hero HeobssaTernbHa AoCTaBka BCEX
AaHHBIX N HEKOoTopble nakeTbl MOryT 6bITb NPOMYyLLEHbI, eCrn CeTb NneperpyxeHa. 3T0 0COBEHHO
yaobHO npu nepegaye BumgeomaTepuanoB B peXvMMe peanbHOro BPEMEHW, NMOCKOMbKY He umeet
CMbICnia MOBTOPHO MepefaBaTbh YCTapeBLUyl WH(OpMauuio, KoTopas BCe paBHO He Oyget

oTobpaxeHa.

UPnP (Universal Plug and Play) — TexHonorusi, nos3Bofsowas nepcoHasnbHbIM
KOMMbIOTEPAM U MHTENNEKTyanbHbIM CETEBbLIM CUCTEMAM (HanpuMmep, OXpaHHOMY obopyaoBaHuIO,
pasBriekaTenibHbIM  YCTPOMCTBaAM WM UHTEPHEeT-LUN3aM) CoeauHATbCAa  Mexagy cobon
aBTOMaTMyeckn n paboratb COBMECTHO 4depe3 eauHyt ceTb. [natdgopma UPnP ctpoutcsa Ha
OCHOBE TaKMX WHTepHeT-cTaHgapTtoB, kak TCP/IP, HTTP wn XML. TexHonorms UPnP
noaaepXxunBaeT ceTeBble MHAPACTPYKTYpbl MPakTUYecKu nboro Tuna - Kak NpoBOAHbIE, TaK U
OecnpoBoaHble. B 1Mx 4ncno, B YacTHOCTU, BXOAAT kabenbHbi Ethernet, 6ecnpoBoaHbie cetn Wi-
Fi, ceTu Ha ocHoBe TeNnemOHHbIX NUHWUIA, NUHUIK anekTponuTaHus u np. lMoggepxka UPNP

peanun3oBaHa B onepaunoHHbix cuctemax Windows.

URL (Uniform Resource Locator / EauHbIM yKasaTenb pecypcoB) — 3T0

CTaHO4apTU3NPOBaAHHbIN cnocob 3anucu ajpeca pecypca B CceTHn UHTepHeT.

WAP (Wireless Application Protocol / BecnpoBoaHon npoTokon nepeaayvm AaHHbIX) —
NPOTOKOM, CO34aHHbIn crneumanbHo ansa GSM-ceTell, roe HYXHO YyCTaHaBnvBaTb CBSA3b
nopTaTMBHbIX YCTPOWUCTB C ceTbto WHTepHeT. C nomowbio WAP nonb3oBaTenb MOOGWUNBHOro

YCTPOWCTBA MOXET 3arpyxaTtb u3 cetn NHTepHeT niobbie undpoBbie OaHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmn HTTP-3anpockl OT KIMEHTOB,
00bl4HO BeG-6pay3epoB, 1 Bbigatowmn um HTTP-otBeThl, 06blMHO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxxeHnem, channom, Meamna-noTokoM Unm ApYyruMu AaHHbIMMN.

Wi-Fi (Wireless Fidelity, nocnoBHo — «6ecnpoBogHas TOYHOCTb») — TOProBas Mapka
npombiwneHHon rpynnel «Wi-Fi Alliance» ans 6ecnpoBogHbix ceTen Ha 6ase crtaHgapta |IEEE
802.11. Jlboe obopyaosaHue, cooTBeTcTBylowee cTaHgapTy IEEE 802.11, moxeT 6biTb
npotectupoBaHo B Wi-Fi Alliance ona nonyyeHus COOTBETCTBYOLLEro ceptudumkata M npasa

HaHeceHusa norotuna Wi-Fi.

W-LAN / BecnpoBogHasa LAN — 310 6ecnpoBogHas nokanbHasi CeTb, UCMONb3yHoLas B
KayecTBe HOCUTEMNS pagMoBOSHbI: 6ecnpoBOgHOE MOAKMIOYEHME K CETU KOHEYHOro Nonb3oBaTens.

[1ns OCHOBHOW CETEBOM CTPYKTYPbl 0O6bIYHO MCMONb3yeTcs kKabenbHOe coeauHEHMe.
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WPS (Wi-Fi Protected Setup) — ctaHgapT, npegHasHayYeHHbIN Ans noryaBToOMaTUYeCcKoro

co3aaHusa 6ecnpoBOHON AOMALLHEW CETMU. HPOTOKOJ'I npn3BaH OKa3aTb NMOMOLLb NOJ1Ib30BATENAM,

KoTopble He 00nagalT LIMPOKMMM 3HaHUSMU O Ge3onacHOCTU B GecnpoBOAHBLIX CETSAX, U Kak
crneacTBue, UMEKT CIOXKHOCTM Mpu ocyllecTerneHnn HacTpoek. WPS aBTomatuyecku obosHavaeT
UMS ceTu U 3agaeT LundpoBaHue, Ans 3alimTbl OT HECAHKLMOHUPOBAHHOMO AOCTyna B CETb, Npu

3TOM HeT HeobX0aUMOCTU BPYYHYIO 3a4aBaTb BCe NapameTpbl.

Anroputm cxatus BuAaeo — 3TO METOAMKa YMeHbLUeHMs pasmepa dpamna umdpoBom
BMAeO3annucu nocpeacTBOM  yAaneHus rpaduyeckmx JreMEHTOB, He  BOCMPUHUMaeMbIX

4yenioBe4yeCKnM rma3om.

BapudokanbHbin 06BLEKTUB — OObEKTMB, MO3BOMSOWMIA MCMNONb30BaTb PasfiMyHble
hOKyCHble pPacCTOsiHUS B MPOTMBOMOSIOXKHOCTL OOBLEKTMBY C  (PUMKCUPOBAHHBLIM  (HOKYCHbIM

pacCTOsIHUEM, KOTOPbIV UCMONb3YeT NULLb OAHO PacCTOsIHME.

Butasa napa - Bug kabens cBs3W, npegctaBnsieT cobon OAHY WM HEecKonbko nap
N30NNPOBaHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeEXAy COGOW, MOKPbLITbIX MIacTUKOBOW OGOMOYKON.
CeuBaHME NPOBOAHUKOB MPOWU3BOAMTCS C LIEMbI MOBBLILEHMS CTEMEHWM CBA3M Mexay coboi
NPOBOAHMKOB OAHOW Napbl (3NeKTpoMarHMTHasi noMexa O[IMHaKoBO BNusieT Ha oba npoBoaa napbl)
N MOCNEAYLWEro YMEHbLUEHUS 3NEKTPOMArHUTHbIX NMOMEX OT BHELUHUX WMCTOYHWUKOB, a Takke

B3aMMHbIX HAGBOOOK MNMpu nepenadve LI,I/ICbeepeHLI,I/IaJ'IbeIX CUrHanos.

BblAep)KKa — WHTepBalyl BpeMeHU, B Te4eHne KOTOPOro CBeT BOS,EI,e|7ICTByeT Ha Yy4acCToOK
CBETOYYBCTBUTEITIBHOIO MaTtepuana unu CBeTO‘-IyBCTBVITeJ'leOIZ MaTpuubl AnA COOGLLI,eHI/IFI emMy

onpenenéHHon aKCnosnunin.

[JeTekTop ABUXEHUSA — 3TO annapaTHbIn NMMB0 NPOrpaMMHLIN MOAYIb, OCHOBHOMW 3agadven

KOTOpOro siBnsieTcs obHapy)XeHne nepemMeLLaroLLmnxcsl B Nofe 3peHnst KaMepbl 0GbEKTOB.

[eTekTop caboTtaxa — 3TO NpPOrpamMMHbIA MOAYfb, KOTOPbIA MO3BONseT ObHapyxuBaTb
Takne cuTyauummn, Kak: pacOoKyCUpOBKa, NEpeKpbITME UMK 3acBeYmBaHWe M300pakeHus, oTBOPOT
Kamepbl, 4YacTuyHasa noteps curHana. [NpuvHuMn OencTBMsi OCHOBAH Ha aHanu3e B pexume
peanbHOr0 BPEMEHV W3MEHEHMSI KOHTpacTa JfoKamnbHbiXx obnacten kagpoB W3 BMAEONOTOKA,
nosly4aemMoro ¢ Teriekamepbl-getektopa. [letektop caboTaka aBTomMaTU4eCKn BbibMpaeT obnactu
KagpoB, MO KOTOPbIM HEOBXOOUMO OLEHMBaTb M3MEHEHME KOHTPacTHOCTU BO BPEMEHMU M, ecnuv
N3MEHEHME KOHTPACTHOCTM B 3TUX obGnacTax npesBblllaeT HEKOTOPbIi OTHOCUTENbHbIA MNOpPOT,

NPUHUMAET peLleHne O noTepe «rnosie3Horo» BuaeocurHana.

Ovadparma (ot rpey. didphragma — neperopopgka) — 310 oTBepcTne B 0OObekTuBe
Kamepbl, KOTOpOe perynupyeT KONM4YecTBO CBeTa, nonajawolwero Ha martpudy. W3meHeHne
pasmepa guadparMbl MO3BOMSET KOHTPONMPOBaTb LEnbld pad nokasaTtenen, BaXHbIX A5

nony4yeHuna Ka4yeCTtBeHHOro |/|306pa>KeH n4.
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JdomMeHHoOe umMsa — 370 onpeaenieHHasn 6yKBeHHaFI nocrnegoBaTenbHOCTbL, 0003Ha4varoLLas

uMma caunTta unu ncnonbldyemMad B MMeHax 3JJIEKTPOHHbIX MOYTOBbIX ALLMKOB. ﬂ,OMeHHbIe MMEHa
0aloT BO3MOXHOCTb agpecaunn UMHTEepPHeT-y3rnoB U pacrofioXeHHbIX Ha HUX CeTeBbIX peCypCcoB

(Beb-canToB, cepBepOB ANEKTPOHHOM NOYThI, APYrnX criy06) B yaobHoM ansa yenoseka opme.

UK-noaceeTtka (UK-npoxekTop) — ycTponcTBo, obecneymBaiollee MOACBETKY 0ObekTa

HabnoaeHNs ¢ n3nydYeHnem B MHPaKpacHOM AuanasoHe.

Kamepa «aeHb/HOYb» — 3TO Bugeokamepa, npegHasHayeHHasa onis padoTbl KpyrinoCcyTOYHO
B pa3sHbIX YCMNOBUSAX OCBELLEHHOCTU. B yCcnoBusix Apkov OCBELLEHHOCTU M3obpaxeHue uBeTHoe. B
TEMHOE BpeMS CYTOK, Korga spkui CBET nponagaeT, M HauMHalTCs CyMEpKMW, n3obpaxeHue

CTaHOBUTCA qepHo—6enoe, B pe3yJibTaTte 4ero noBbilLaeTCA YyBCTBUTEJIbHOCTb.

Kopek — B cuctemax cBs3n Kogek aTto obbl4HO Kopaep/aekonep. Kogekn ncnonb3yloTcs B
WHTErpMpoBaHHbIX LENsaxX WM MuKpocxemax Ans npeobpa3oBaHus aHanoroBblX BUOEO- U
ayaguocurHanoB B umdpoBon dopmart anga nocnegytouwen nepegadn. Kogek takke npeobpasyer
npuHMMaemMble UUGPOBbIE CUrHanbl B aHanoroBbln dopmat. B kogeke ogHa MuKpocxema
ncnonb3yeTtcs Anst npeobpa3oBaHMs aHaNoroBoro curHana B umdpoBon M LMdPOBOro curHana B
aHanoroBbIn. TepMunH «Kogek» Takke MOXeT OTHOCUTBCH K KOMNpeccun/gekoMnpeccun, n B aTom
crny4ae oH 06bl4HO O3HaAYaeT anropmTM NN KOMMbIOTEPHYO NPorpamMmmy AN yMeHblleHnst obbema

dhainos n nporpamm.

Hopmaano 3aMKHYTblIe KOHTAKTbl — TakKasd KOHCTPYKUUA AaT4yuKa, KOTopasda B NnaCCUBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, 2 B aKTUBHOM — Pa3OMKHYTbIE.

Hopmaano Pa3OMKHYTble KOHTaKTbl — TaKasd KOHCTPYKUMA [OaTyuKa, KOTopad B

NacCNBHOM COCTOAHUN MMEET PA3OMKHYTbI€ KOHTAKTbl, @ B aKTUBHOM — 3aMKHYTbIE.

O61bLEeKTMB — 3TO YacTb ONTUYECKOW CUCTEMbI BUAEOHAONOAEHUS, NpeaHasHayeHHas ans

¢hoKyCUPOBKM NOTOKA CBETA HA MaTpULie BUAEOKaAMEPbI.

OTHoweHMne curHan/lym — YUCIIEHHO omnpeaensieT coaepXaHne napasvTHbIX LYMOB B
curHane. Mamepsetca B geunbenax (ab). Yem Gonblue 3HavyeHMe OTHOLIEHMS CurHan/wym ans

BugeocurHana, TeM MeHbLLE MOMEX N UCKAXKXEHUI nMeeT V|306pa>|<eH|/|e.

Mukcenb — 3TO 0QHA M3 MHOXECTBA TOYEK, COCTaBNAIOLWMNX Lundpooe nsodbpaxeHue. Liset

N UHTEHCUBHOCTb Ka)XX0ro nmKkcesna coctaBndeT KpOoLIeYHyto obnactb I/I306pa)KeHVIﬂ.

MNMpokcu-cepsep (Proxy - npeacraButenb, YNOMHOMOYEHHbIM) — cnyxba B
KOMMNbIOTEPHbIX CEeTAX, MO3BONSALWAA KIMEHTaM BbIMOMNHATL KOCBEHHblE 3anpocbl K Apyrum
ceTeBbIM crnyx6am. CHavana KnNueHT MOAKMoYaeTCsl K MPOKCU-CEpBEpY M 3anpallmBaeT Kakow-
nmbo pecypc, pacrnornioXeHHbIV Ha ApYroM cepBepe. 3atem Npokcu-cepsep NMbo NOAKMYaeTcs K

yKazaHHOMY CepBepy W Mony4YaeT pecypc Yy Hero, Nvbo BO3BpallaeT pecypc U3 COBGCTBEHHOro
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KaLlla. I'IpOKCM-cepBep No3BONSET 3aWmaTh KNNEHTCKNI KOMMbIOTEP OT HEKOTOPLIX CETEBbIX aTakK

M nomMmoraeT CoOXpaHATb aHOHUMHOCTb KIMMeHTa.

MpoTtokon — cTaHgapT, onpeaensAlwmMn noeegeHne QyHKUMOHaNbHbIX 6510koB  npun
nepegade pAaHHbix. Popmanu3oBaHHble nNpaBwuna, onpedenswowmne nocnegoBaTenbHOCTL U
dopMmaT COOOLLUEHUR, KOTOPbIMW OOMEHMBAIOTCS CETEeBble KOMMOHEHTbI, Nexale Ha OAHOM

YPOBHE, HO B pa3HbIX y3nax.

PaspewleHne nM3obpaxeHUsa — 3TO KONMYECTBO MUKCENEN (TOYEeK) Ha eanHuLy nrowagu
n3o6paxeHus. MamepseTtcst B Meranvkcensax unvm otobpaxaeTtcsi B BUAe ABYX BENUYUH — BbICOTbI U

LUMPUWHBI N306paxeHus. BbicoTa 1 WNpUHa Takke B 4AHHOM Cllyvyae U3MepPSITCS B NUKCENSIX.

PyyHasa guacpparma — npoTUBOMNONOXKHOCTL aBTOMaTUYECKOW Anadparmbl, T.€. HAaCTponKa
anadparMbl Kamepbl O0SDKHA BbINONHATBCH BPYYHYH ANA PErysiMpoBKM KOnMyecTBa CBETa,

Aocturarowiero 4yBCTBUTESTIbHOIO 3rieMeHTa.

CBeTocuna o6bLeKTUBaA — 3TO XapakTepucTuka, nokasbiBaroLLasi, kakoe KONM4yecTBo ceeTa
cnocobeH nponyckaTb OaHHbIM 0ObEKTMB. Yem Gonblue MakcuMarnbHbIi AUMaMeTp OTKPbITOW
AvadbparMbl (MK, COOTBETCTBEHHO, YeM MeHblue F-yucno), Tem Gonbllee KONMMYecTBO CBeTa

MOXXET MONacTb CKBO3b OOBLEKTMB Ha (bOKaJ'IbHyPO MIOCKOCTb, M TEM BhilLEe CBETOCKMNA 0ObEKTUBA.

Cumnnekc - npu CUMMINEKCHOM CBA3N ceTeBOM Kabenb WM KaHamn CBSA3NM MOXeT

ncnosmnb3oBaTbCA ANA nepeagayn I/IHdI)OpMaLI,I/IVI TOJIbKO B OAHOM HanpaBJlieHNN.

YnuyHaa Bupgeokamepa — 370 Kamepa BMAeoHabnoaeHus, KOTOpan obnagaet Bcemu

HeO6XOD,I/IMbIMVI XapakTepuctnkamm 3allnTbl OT BITUAHUA BHELUHeNn cpeabl aAnd pa6OTbI Ha ynuue.

LiBeTHas Bupeokamepa — 3TO Kamepa, KOTopas AdaeT uBeTHoe u3obpaxeHue. [lo
onpegeneHnto MaTpuubl Bugeokamep 4YepHo-6enble, a Ans MNOnyYeHus LBETHOro n3obpaxeHus
BO3MNe KaXKAOW A4Yelrkn mMaTpuLbl opMUpPYOTCS LBETHbIE hunbTpbl. MepBbin HUAbTP NPUBHOCUT
KpacHY0 COCTaBNAOLLYIO LIBETA, BTOPOW 3EMEHYI0, a TPETUN CUHIOW. Takum obpasom, Tpy SUEnku
CTaHOBATCH OAHOM Toukon B LiBeToBOM dhopmate RGB. CrniegoBaTtenbHO, BMECTO Tpex NnuKcenem

Ha pe3yrnbTUpyoLLEM M306pa>KeHI/IVI Mbl Nofy4aem TOJIbKO OAUH.

AnektpomexaHnyeckmn WUK-bunbTp — npeacraBnser cobon yCTPOMCTBO, KOTOpPOEe
CMOCOGHO B OOHOM peXuMe nogaBnsaTb MHPaKpaCHbI AManasoH nNpy NomMowy MHpakpacHoro
NK-dpunbTpa, a B apyrom pexume VK-cunbTp ybrpaeTca anekTpoMexaHuyecku, Takum obpasom,

aenaa OOCTYNHbIM BECb CNEKTP CBETOU3NTYYEHUA.
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